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1 Preface

Correctness debugging of ndeterministic parallel programs is a time
consuming and tedious task, ripeularly in interactive way.ln this case, the
software engineers must face the probdeatf the irreproducibility, the
completeness problem, and also the large -sizdiee to be discovered during the
debugging phase of software development cycle. Moreover, emerging high
performance applications require the ability to exploit heterogeneods a
geographically distributed resources as well, which poses new challenges for
application development tools.

While the importance of debugging (and testing) is highly accepted in the
parallelsoftware engineering domain, there is still a lack of widemgprand user
friendly debugging methods and tools. This wakemptsto overcome the
limitation of existing debuggingolutionsand combines theaditionaldebugging
methods with automated modelling and formal verification of parallel and
metacomputing ograms.

In these thesesa highly automated debugging methodology and an
experimental toolset arg@resentedrelying on the automatic generation of
successive consistent global states for parallel programs, called madngstep
macrostep execution. In ordeéo improve the efficiency of macrostéased
debugging methodologytwo well-funded model checking techniques are
introduced in parallel debugging, such as simulation of program by its coloured
Petrinet model, and pgram verification using temporal lagispecification.
Beside the adaptation of these formal methods into a parallel debugger in order to
steer the debugging session towards suspicious situadods detect bugs
automatically adequateoptimisationmethods were also introduceds a result,
the elaboratedparallel debugging framework provides facilities to find and
eliminate programming bugs in parallel prograwith significantly reduced user
interactionboth at the implenmgation and the testing stages.

Finally, thepresentedlebugging methamlogy has beeffurther developed
for dynamically changing, reconfigurable, heterogeneous and distributedilsd
metacomputing systemgor these purposes, the presented new metadebugger is
able to invoke thiregparty debuggers as well as to unify théwigging mechanism
for local and remote method invocation



1.1 Introduction

1.1.1 Classification of distributed debuggers

According to the literaturgl], the dstributed debugging methodologies
can becategorisedaccording to the levedf support they provide to theoftware
programmers concerning the global predicate specification and detection, and the
search for therigin/cause bthe special softwardugsin the distributed program

In this sectionthese approaches aveefly introducedbased or{1]. The
outlined methods begirirom the most basic oneand he introducedfour
approacheare complementary to each othée. eachof themattemptsto extend
and alsceliminatethe barriersof thepreviousones(seeFigurel).

New Approaches
requirements pp Results
A — T
Interactive debugging A= :
of remote processes state based debugging

reproducible behaviour

-

T
Trace, repl_ay deterministic re -execution
and debugging
analysis of
alternative paths
~—
Integrated testing, y__ 4 ) -
e — systematic state exploration
and debugging
evaluation of
correctness properties
— AT
predicate detection, y :
active control corre_c_tne_ss resleals
specification

and debugging

Figure 17 Classification of distributed debugging methodologies

1.1.1.1 Interactive debugging of remote sequential processes

In case of remote sequential processesnteractive debuggg is heavily
relying on (or a sort of extension of the widespreadsequential debugging
functionalities This approackenableghe online observatiomms well as theontrol
of the execution of sequentiahd remotely runningrocesse®neby-one This
method can be usefbr examinng only thelocal histories of individual processes
it is considered as its main drawback

Thelocal history describes only thpogressof the relategrocesginternal
and interaction evenjtsit remains thesoftware developérs t amnkhow get
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the global‘picturé’ ontheentire andlistributed computatiornhe above described
remote debugging mechanisms #te mostbasic ones butequiredfor the more
enhancedapproaches, and obviously included irall existing commerciaand
academic distributed debuggésee Section$.12 and1.1.3..

The nondeterministiddehaviourof distributed softwarés out of the scope
in this approach.

1.1.1.2 Trace, replay and debugging

In order to target the complex issue afonreproducibility, tke trace,
repl ay and apdreabhucgllgsttracgs’ The trace containsf a set of
important( * r e | evens genérgteand collectedduring the first executionof
thedistributedprogram.

¢

Thecollectedtracerepresenta so-calledcomputation pathi.g. a consistent
run) that can be analyseafter the executignif one or moresuspicious or
erroneous situations are foyntdenthe software developer can run thestributed
program again btiunder thestrict control of a supervisory mechanisBuring the
re-execution, the traced sequence of evenis usedto force the distributed
computation to follonand repeagxactlythe sameomputatiorpathwith the same
timing conditions This mechanim helpsthe user examine the behaviour oé th
suspicious or erroneouscomputationpath within the usualcyclic interactive
debuging session in a reproducible waymilarly to the sequential programis
such acycle the programmermay invoke the remote observation and cwrol
facilities from the “Interactive debugging of remote sequential procésses
approach. Therelated trace/replaytechnique have beenin focus of several
researchteams in the past decadg e.g. the minimisation of the unwanted
pertubation probe effect and of thelarge volume of therecordedinformation
(this approach is also used in monitoring system@nly a few commercial
debuggeraind some academic ones support the replay of distributed computations.

Fromt he user ' isw, theve i:m & immoftantdrawbackin the
“Trace, replay and debugging ap pr oac h, pdvidesuppoitfdrthed oes no
analysis of other computation pathsonly for the actually inspected and
monitorediracedpath Moreover, he firstrun, which is ged to collect the traces
not controlled (i.e. without supervisory mechanigm Therefore,the generated
tracerepresent®nly akind of random path fronthe potentiallyvery large set of
possible paths;his mechanism cannagnsurethat the firstrun will be worth to
consider forfurther checking andnalsis.

1.1.1.3 Integrated testing, active control and debugging

T h dntefrated testing, active control and debugdiragtemptsto tackle
the abovementionedbarrier of a simpleand passive trace and replay apach.
Severalauthors havelescribedsarious solutiongor the activeexecutioncontrol of
distributed program serving higher level debugging purposes.e. provide
servicesto enforce the executiotowards specific pathsin case ofdistributed
computaibn in order toincrease the chance of finditige location of erroneous
situations. Theroposed solutionare different ones concerninthe methodthey
producethe desiredcomputation path (i.econsistent ruy which is to be followed
during acontrolled execution. In theemaining part of this subsectioone of these
approaches isutlined

11



The approachhas two distingushed phases during the distributed
debugging activity.The first oneis a sort ofintegration of static analysis and
testing phase(SAT phase) The second onés the integration oflynamic analysis
and debugging stag®AD phase).

The main aimof the SAT phase is tchelp the user genemtinteresting
computation pathsconsistent rus) thate.g. cause deadloglkerroneousituations,
i.e. exhibit violations of correctness propertiesgeneral Unfortunatelythe SAT
phasecannot be automated in the most caseselzptoiting the intuitions of the
software developers througteractive testing toslcan be useful. The intactive
tool can cooperate with the user ttefine and fine-tune the conditions and¢ode
regions of distributed program thate to be considered for analysikater the
DAD phase is used to generate a sequenspatfialcommands that will be used to
steerthedistributed progranexecutionin order tofollow the pathspecifiedby the
above testing scenarios. Such a distributegnamexecutioncan be the subject of
t h ¢race'’ replaya nd d e bappraachn gnthlso integrated in a cyclic
debugging session.

The man benefit concerninghis methodology is that it allows tlseftware
developetto switchfreely betweerthe SAT andDAD phasesandthese phases can
be repeatedntil the uselbecomesonvinced about the satisfaction of therently
inspecteccorrectnesproperties.Moreover,this approach combines thenefitsof
both static and dynamic analysis #&ssistthe user to understanthe complex
behaviour of the investigatetistributed pogram.

The mainlimitation of this approach is that the useay leave ourelevant
scenarios Wwen héshespecifes and generas themwhich will not betested and
analysed Therefore, here is no full guarantee that no important situationsewe
ignoredor unrecognised

1.1.1.4 Automated detection of global predicates, active contraind
debugging
The main goal of the*Automated detection of global predicates, active
control and debuggirigapproach is to help the user increasing the confidence on
the outcomeof the previous approaciihat is why, itallows the user to specify
the corectness criteriaising so-called global predicatesTheseglobal predicates
are automatically evaluated bgecialdetection algorithms.

The efficient evaluation of global predicates is limited acsulxlass of
predcates,but this approactcan be consided asa usefulcomplementary to the
“Integrated testing, active control and debuggingpproach.According to[1],

“their integration seems a promising research direction to improve distributed
debugging. The presented whiis a step towards this direction

1.1.2 Commercial tools

1.1.2.1 Distributed Debugging Tool(DDT)

The Distributed Debugging TooDDT) [65], developed by Allineas one
of the most sophisticategtaphical debuggseifor parallel programen the market
DDT can be used as a singleocess or a muhprocess (MPI1) program debugger
and basi cal Intgracfive lebugging of temae séquential procésses
approach but ialsooffers some advanced features
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Multi-process DDTallows the constuction of usedefined groups to
manage and apply debuggirglatedoperationgo multiple processeat the same
time. In multi-process modehe user is able to satbreakpoint for egry member
of the currenprocesgroup.Thesoftware developanay adl a condition to any of
thebreakpointdy insertingan expressioflocal predicate}hat evaluates to true or
false these ardghe sacalled conditional breakpointsEach time a process (in the
group the breakpoint is set for) passes this breakpbetiebuggerevaluats the
condition and breakthe processnly if it returns true.

Another useful feature of DDT is the synchronization of processes, i.e. if
the processes in a process group are stopped at different points in the code and the
user wants to re-synchronize them to apecific line of code.In this case,all
processes in the selected graigrtrunning andDDT placesa breakpoint at the
line where theuserwant to synchronize the processdsjt ignoring anyother
breakpoints that the processmayreachbefore they havesynchronsed at the
given line. (A major drawback of this solution is that the software developer
wantsto synchronize theode at a point where all processasnot reach then the
processeswhich cannot get to this pointwill run to the endwithout any
notification)

By means of conditional breakpoint sets and synchronizaapabilities,
the software developemay control theparallel execution towards suspicious
situation and replay the application manually but it meguiremuch effortfrom
the user. Hence, the features of DDT offer some limited and dissel support
f or Ttateereplay and debuggihg a Imtdgrated testing, active control and
debuggin approaches.

T ——S S . =

- Select messages 1o show
& Send

+ Recalve
@ Unexpected

Select communicator

MPI_COMM_WORLD
MPI_COMM_SELF

-

Expression [ny_rarkl Compare |

I~ Array mode - evaluate for | :‘I oio | ﬁ
[~ Limit comparison to | 3: sl

Compare | Statistics | Visualize I

Comparison of a single value

e
[ r
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 Show quaues In table r T T 1

(. _J

Figure 217 Message Queuand Crossprocess comparison in DDT
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Message Queuesee Figure 2) can be alsovisualisedbut it stops all
running processegin asynchronous wayyhile DDT is obtaining data. The
software develogr may select an MPI communicator tocus the messages in that
group, and he ranks displayed in the diagraraelated tothe communicator.
Different colours are used to display messages from tilifesrent message queue
typesaccording tolithe User’s manua

1 Send Queueaepresents athe outstanding send operations
Receive Queueepresents all the outstanding receive operations

1 Unexpected Message Queuepresents meages that have been sent to
the currenprocess but have not been received

The soecalled crossprocess comparisoim DDT (seeFigure?2) is a possible
solution for the automatic detection of global predicates introducedthim
“Automated detection of global predicates, active control and debugging
approach The crosgprocess comparison window can be used to aealy
expressions calculated on each of the processes in the current process geoup. Th
informationis displayedn threeoptionalwaysa c cor di ng t o :t he User

1 Grouped by expression value

i Statistically— it meansmaximum, minimum, vaance and similar with a
plot which displaysthe maxmum, minimum and interquartile range
graphically

1 A plot of values. In the case ofvactor pnedimensionahrray) expression
the plot of values will display a line griapf values for all processes.

1.1.2.2 Totalview debugger

One of the most widespread debugger tools at the market is Totalview
debuggeif38] from Etnusthat providessimilar functionalities to DDTe.g. barrier
points Barrier points ee similar tothe traditionalsimple breakpointdyut differing
in that thesoftware developeran use them to synchronize a group of processes (or
eventhreads). A barrier point holagsachprocess (or thread) that reaches it ualtil
processes (or thregdreach it.

The latestversion of the TotalView debuggdrave been extended by
graphical facittiesincludinga Message Queue Graph (a shapshot of pending MPI
messages) and a call tree diagram within a process. The independent TimeScan
Multiprocess EventAnalyzer seems tobe uséul for performanceanalysis by
visualizing events. However, while TotalView and associated frameworks are very
popular in parallel computing environments, these tpadside solutios onlyfor
t h énteractive debugging of remotsequential processes appr oach and
Il i mi t ed f Bace, teplay and debuggihg by means of i ts cl
tool. On SGI IRIX and IBM RS/6000 platforms, the user can save the state of
selected processes and then use this saved informati@start(i.e. resumgthe
processes from the position where they were saved. But processes running
remotely that communicate by using sockets can have difficulties thiegnare
checkpointed because IRIX will not checkpoint programs with open sockets.
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Figure 31 Evaluation points in TotalView

An evalation point (seeFigure 3) in Totalview debugger is a breakpoint
together witha given code fragment. When a thread or processchessuch
evaluationpoint, it executes # given code. Thesoftware developecan use
evaluation points in severalways, including conditional breakpoints, thread
specific breakpoints, countdown breakpoints, and patching code fragments into and
out of the program. Hence, thisuhctionin co-operation with barrier pointsan
f or m a Itegrated testing, dctive control and debugging a Autbmdted
detection of global predicates, active control and debudgagpproaches but the
user is responsible for writing these codensents, andhis is another way of
insertingnew programming bugs into the debugging cycle.

The Action Point Properties window (séégure 3) in the foreground uses
an evaluation pointa programming languaggatements and a built Totalview
debuggefunction to sbp a loop every 100 iterationg élso printsoutthe value of
variablei). Anotherexamplein the backgroundf Figure 3stops the program
executionevery 100 times a statement gets executed.

1.1.3 Non-commercial debuggers

1.1.3.1 MAD environment

GUP/Linz developed the recor& replay tool NOPE (NOndeterministic Program
Evaluator) [29] for testing and debugging of nondeterministic message passing
programs within the MAD environmef2]. The operation of NOPE isplit into a
record(or trace)phase and a replay phase it was described ffilrace, replay and
debugging a p p rino thig tvay, the initial tracing phase isresponsible for
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generang tracefiles containing onlythe orderingof critical events andater during
replay these traddes are used to enforaxactlythe same event ordering as occurred
duringthe initial tracing phasevhichensuregquivalent executio(seeFigure4).
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Figure 47 Example event graph visualization of a program execution

Additionally, complete traces can be generated to serve as input for the
postmortem analysis todl66] if necessaryIn order tominimise the unwanted
perturbation(probe effedt of monitoring code segmentsxecution, the monitor
instruments only receiveperationsand produces trace records only for wildcard
receive eventd.g. fornondeterminisic choice points). These data are sufficient to
produce complete traces with exhaustive information about the execution during
subsequent replay phases. Furthermoresdiphisticatecautomatic race condition
detection and manipulatiofeaturesin NOPE alows programmersto evaluate
other possible program runs for the supplied inptis mechanisniries to find
all occurrences of wildcard receiaperationsand evaluatesSrace candidatés i n
the complete tracesThe race candidateare messages thaave chance to be
acceptediy a givenwildcard receiveAs the next stepadditional replag have to
be startedin order to uncover previously hidderuns The basic idea is tke
following: at each wildcard receiveperationevery possiblerace candidatenust
arrive first during onegun. NOPEis able tochangeautomaticallythe ordering with
its event manipulatiomechanisnmandto start a re@y phase for each permutation.
Then, the complete set ofreplays delives all possibleruns that are directly
connected d the original progranmexecution The evaluation ofpossiblerace
candidates has to be repeated iteratively, in order to detect indirectly connected
runs as well. Hence, the MAD environmerprovidesa solution for almost all
debugging approaches except féutomated detection of global predicates, active
control and debuggiig appr oach, whi chnTLG[33under deve

1.1.3.2 DDBG and STEPS

DDBG [68] directly supportst h dnteradive debugging of remote
sequent i a)]butpcacasesgppoe allmther methodwgies through tool
integration; DDBG and the STEPS testing t] has been integrated in order to
exploresystematially the state of C/PVM programs
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source text run-time code
#process 14 "SHOME/my_1l.c"

#line 32 "$HOME/my_l.c" ==

if (x>5) pvm_psend(...); program
else pvm_exit (); N .
SLoe P o instrumentation
#process 39 #SHOME/my_7.c"

#line 2 "$HOME/my_7.c"
do
pvm_precv(...);

while (z!=2);

COMMURNICAtion events,
monitoring states

Figure 51 Level of analysis in STEPS

As Figure 5 depictsin large a structural testingnethodologyutilised by
STEPSconsists ofthree levels of representation of paghlprograms: dynamic
program stategby the program rutime cod@, decision statemen{specified by
the program sourceodg, and communication even{g which corresponding
processes mdye involved)

In STEPSstructural testing splits into complementa streams which
targeting their given issues atvarious representation levelsand they build a
coherent frameworkogether The basic approacks to exploit not only static but
alsodynamic analysis to suppagtich otherin order tomakesimple thetargeted
particular activities of every stream. These streanase shownwith arrowsand
connect the three program representation lafgeaFigureb).

In order toinspecta particular behaviour exhibited by a parallel program,
thesoftware developeareeds assistante detect communicatioactionsduringthe
program executioriThe necessarywent detection is based on Ibigs and requires
two basicsteps: monitoring of communication actions @edrchinghe entriesin
the eventlog files. STEPSis able toperform event prediction based on the
program source texin this way, it canidentify special monitoring states requiring
detection duringruns Transitions between monitoring states indicate at what
communication actionghe special monitoring probes (breakpoint traps) shall be
installed.

STEPSIs able tosupport interactive selection of paths through individual
component processes and implements symbolic interpretation that mimics a real
program executionThe software develper may determine timing(order of
events)etween selected paths adoselect test data that satisfy entry conditions
for selected paths. Eactest scenariodesignedin this way is subsequently
implemented by STEPS in a form o$acalledtest scenam script. Theexecutable
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program codecan be dynamically instrumented according to the predefined

scenario— breakpoins are inserted andometesting procedures associated with

themsimilarly to software interrupt handlersh&se ¢sting procedures caibtain
processes with data and enfortee executionof communication actionsvith

specific timingconditions
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=
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Figure 61 Step by step replay of states from the information log

A program under test i$aunchedand executed accordi to the test
scenariospecifiedby the software developer The first scenariaesignedoy the

developeris very often onlyan initial one from the whole* cy c | e

.alt

randomexecution of the instrumented program cdgde it was described earljer
with any input data provided by theoftware developerDuring execution, the
program behaviour itracedto the eventlog for further inspection and analysis,
andalso servess input for designing netestscenarios. Events are retrieved from
log files andreplayedvisually on the screen According to[68] the gatic analysis
of the program source codeand the dynamic analysis of its rutime code
representation enablaot only stepping back and forth througihe program
dynamic statesand inspectingmodifying variables of individual processésit
modifying the order of transitions in communicatiavperations as wellThese
proceduresgnvolve re-executionof the program binary code from some initial state
to a specific suspicious or interestingprogram state and are performed
interactively by thesoftware developelt also allows the developer tesign new
testing scenarios based on previously executed onesvangrototype thee new

scenariodeforeprogmamexecution.
According to described features, DDBG and STEPS give solution for

almost aldebuggi n

1.1.3.3 P2D2 debugger

P2D2[39] from NASA is a portable debugger with a visualization tool and is

g

appr oAuwomated detextiore gf tglobél o r
predicates, active control and debugding a p p whicla raulst be done manually
or using additional sertailored tools for analgng the generated log files.

appropria¢ for debugging Globus/MPICHapplicatiors. P2D2 supports the

“Interactive debugging of remote sequential proceéssesa n d

gi ves

mi

for active control of processes by means of controls sets of processes (defined by

elements/rows/columns @rocess grid) and focusing mechanism (maximum of 4
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arbitrary processes)Process control operations allow tbeftware developeto
launchand stop processes amtserfremove breakpoints in each process of the
controled set. The focus mechanism most useful when theoftware developer
intentsto exploit the builtin Data Viewer and thehe or shewishes to compare
values between two (or more) processes.

The most importanteature for examiningurrentstate in a large number of
processes is that of user configuration of the procesqsgeFigure?, upper left
corner) This allows thedeveloperto get an overview a * b iogall pfithet ur e’
processesBy means of thisfeature the software developecan specify how
processesire tobe depicted in the process grithe first option slection is he
correspondingcon, and lhe seconaneis the(local) predicate to be evaluatésee
Figure 7, middle in the window) For some predicates such m&l() , the user
must alscentera stringas aparameter in a text bax e . nig %2 “ = =). HBnae,
P2D2 gives some facilities for detection of global predicates.
if process is stopped
if process is running location if
o If process has selected breakpoint 2f File *
Jif expression evaluates to TRUE in process
: if process is on machine:

“|if process is running executable:
5 if process’s stack has a call to function:

af file
af file

if node debugger is busy ditor

otherwise
{disabled)

If expression evaluates to TRUE in process
If process is running executable:

otherwise

Add another case Apply Reset Cancel

Figure 77 Sample debugging scenario with P2D2

1.1.3.4 Debuggers for JAVA

Several debugging systems exist for Jamaed environments; | briefly list a
representative cross section and highlight the main features of each.

Jdbpermits remote debugging (based on JPDA) Jawhdtextendsldbwith a
simple graphical user interfa¢é3]. These tools permit nelocal programs to be
deugged, and they ar e lntergcpve debugging & emates e nt at
sequential processes appr oach since they do not pro
distributed debugging.

DejaVufor Jalapeno JVM36] is a debugimg tool that can determistically
replay the nordeterministic execution of multithreaded Java applications thus it a
good e x aTmace, eepldy and debuggihg. This tool al so p
for visualizing program execution with nearly all the dtianality of traditional
sequential debuggers, but it cannot be used for distributeccatpmhs and runs
only on IBM AlX.

DJVM [37] is a replay tool for distributed sockiedsed Java applications that
could be a good basi®orf a distributed debugger. However, to the besmgf
knowledge, there is no available debugger tool using DJVM.
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1.1.4 Comparison of debugger tools

Tools

DDT

TotalView

MAD

DDBG &
STEPS

P2D2

JDB &
JAVADT

DejaVu

DJVM

P-GRADE

Interactive
debugging
of remote
sequential
processes

Vv
with DDBG

Vv
with DIWIDE

debugger

Approaches
Integrated
Trace, replay testing,
and active control
debugging and
debugging
? ?
conditional conditional

breakpoints and
synchronization

Vv

checkpoint on
SGIRIS &
IBM/AIX

Vv
with NOPE

Vv
with STEPS

U
Vv

multithreaded
applications on
IBM/AIX

\Y
socketbased
applications on

IBM/AIX

Vv

with macrostep
engine

breakpoints and
synchronization

?

barrierand
evalation
point

V
with NOPE

Vv
with STEPS

?
control ®ts

U

V
with GRSIM
simulator

Automated
detection
of global

predicates,

active
control and
debugging

?
Cross

process
comparison

?

evablation
point

U

under
development

?
evaluation
functions

off-line
analysis

?
custom grid

display
editor

U

U

\
with TLC
tempaoal
logic checker

Table 17 Comparison of commercial and academic debuggers
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Notes:
\% Fully supported

? Limited support: the user is responsible for appropriate use of the
enrolledbasicfeatures

U Not supported

The Table 1 compares some of the most sophisticated debugger tools
according to their supports for the four main debugging approaches (see Section
1.1.1). At the end of the table the®RADE environment is also enroll¢ldat tries
to give useifriendly and automated solutions for all approaches by means of its
integrated tools; such as DIWIDE distributed debugger, macrostep engine, GRSIM
simulator and TLC temporal logic checker engine. The basic idea and the
debugging cgle is described in details ih2

1.2 Proposed debugging cycle in P-GRADE

The frameworkof P-GRADE parallel programmingnvironment has been
choserfor the development of an enhanced debugging methodthagiasically
follows thealready presentetiAutomated detection of global predicates, active
control and debuggirig approach (see Sectionl1.1.1.4. One of the main
advantages of IERADE framework10][50] from debugging aspectgas thathe
designedparallel applicationare constructetased orthe syntax and semantics of
the GRAPNEL hybrid programming language. GRAPNEL provides language
elements to express graphically the parallelisra,distibution, concurrency, and
communication between processes at different hierarchesajrdevels,while the
sequential code can be inherited from legacy sequential applicatiense, the
automatic generation of formal modaind consistent globatates for GRAPNEL
programsare more feasible comparing to generic messaasgsing (or parallel)
programs.

During the extension of the debugging capabilities - @RADE, the main
goal was to support the following mechani@eeFigure8).

First,whena GRAPNEL progranis compiledsuccessfullyj22], theGRP2cPN
tool generates the coloured Petet model(cPN-mode) of the program based on
its GRAPNEL coddsee Sectiorz.1), and thepartitioner is responsible for slicing
the applicationinto smaller parts(see Sectior3.2.3.) if possible. If the user
specifiedthe correctnesproperties (i.e. the expected program behaviourthef
GRAPNEL programwith a temporal logic specificatio(TL specificatio), a
transformation togl TL2Class separatest to a highlevel specification with
temporal logic operatorsSpecClass which can refer to the lovevel atomic
predicats (PredLib).

In the next phasea distributed debugger tooDIWIDE, in co-operation with
the temporal logicmodel checker, TLC engine compare (see SectiorB8.1) the
specificationwith the observed program behaviaar each geerated consistent
global statei.e.macrostegby-macrosteffsee Section2.2and2.3). Meanwhile an
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off-line or online Petrinet simulator, GRSIM steersthe traversing othe state
space towards suspicious situatigese Sectiord.2.2, which can be found by the
help ofits built-in analyser oiby the invocation offLC engineif the appropriate
(simplified) specificatiorof the programs available

If an erroneous situation is detected, the user i @binspecteither the
consistent global state of the application or the state of the individual processes as
well (Graphical User Interface Depending on the situation, the user riaythe
programming bug by the help @@RED editor[21] (designed for GRAPNEL
applications) or replay the entire application to get closer to the origin of the
detected erroneous situatidfinally, the entire debugging cycle can be completed
if the program’s r el iwlpwhichid estimatediby thev e s
help of Rayleighanalyser(see Sectior8.2.3.3 based on the logged error reports
collected in a databa¢bB).

. _ GRAPNEL program TL specification

cPN-model

¢ 3

SpecCIass

. 1
-<—> f—a

, I Bug detected
Graphical User
Interface e

Figure 87 Proposed debugging cycle in ’TERADE framework

The presented debugging framewattemptsto give efficient facilities forthe
specification of desired correctness properties as well asthirautomatic
detection of erroneous or undesired situationsesponding to programming bugs,
but they requiréhe framework to support the followimgquirements

1. A language to specify the correctness predicates.
2. Algorithms to evaluate the correctness predicates automatically.

3. Observation and control mechanisms to allow the user to observe the
computation statesorresponding to the detected erroneous situations.

4. Steering and optimisation mechanisms to reduce both the user
interactions and the time tdiedebugging period.
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The proposed solution is presented in details in Sectirand 3, and its
generalisation towards metacomputing environments in Section 4. Please note that
the following subsections do not reflect my owresearch achievement¥hey
mostly serve as introductions to rineses

1.1.1Classification of distributed debuggers

2.1.2.1 GRAPNEL language

2.1.3.1 Short overview of coloured Petri nets

2.2.2 Macrostejrased execution and Exdicn Tree

3.1.2.1 Theoretical background for temporal logic assertions
4.1.2 Introduction (Metacomputing)

4.1.31 The Harness Metacomputing System

4.1.3.2 Java Platform Debugger Architecture
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2 Macrostep-based debugging technique for
GRAPNEL applications

2.1 The formal description of GRAPNEL programs for
debugging purposes

2.1.1 Preface

To provide higHevel graphical supporfor the development of parallel
programs, an ntegrated programming environment, -GRADE
[10][20][21][27][50] is being developed by MTAZTAKI.

P-GRADE provides tools to construct, execute, debug, monitor and
visualise messaggassing based parallel programsGRADE also provides a
hybrid graphical language and a user rifiatee that hideshe low-level details of
the underlying messagmmssing system thus; it allows theevelopers to
concentrate on the important aspects of parallel program development such as task
decomposition.

In P-GRADE development environment, the parallel applications can be
constructedby the GRED graphical editobased orthe syntax and semantics of
GRAPNEL hybrid pogranming language GRAPNEL language provides
language elements to express graphically the parallelism, distribution, concurrency,
and communication between processes using theearbhical design levels.

At the top level, calledpplication level(or interprocess communication
level) the outline of the whole application is described graphically with respect to
communication connections among the processes.pibeess internalevel is
used for @scribing the inner structure of the individual processes graphically using
a control flowlike technique, which describes the message passing related parts of
the process. At the lowest level of GRAPNEL code, catkxtual level the
developer can define textual C codegfreentsrepresenting the actual contents of
the graphical icons defined at the process internal level.

In this thesis,l introducenew limitation rules and language elements in
GRAPNEL hybrid language in order to autdmally create hierarchical coloured
Petrinet model[12][13] based on this descriptionrfdebugging purposes. Then,
my transformation methods for each element of this new GRAPNEL* language are
descibed by patterns of coloured Petet (i.e. CPN subgraphsBased on thee
transformation stepd prove thata coloured Petrnet model exists and can be
generated for any GRAPNEL* programs for debugging purposes

2.1.2 Introduction to GRAPNEL and GRAPNEL* language

2.1.2.1 GRAPNEL language

The GRAPNEL programmgnmodel is based on the messagssing MP)
paradigm [10]. The programmer can define processedich perform the
computation independently in parallel, and interact only by serahdgreceiving
messages among themselves.
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2.1.2.1.1The Process Model

A process can be either a single unit or a member of a process group.
Similarly to the MessagdPassing Interface (MP|the process group is an ordiére
collection of processes, andah processs uniquely identified by its rank number
within the group. Process groups can be used in two important ways. Firstly, they
can be used to specify which processes are involved in a collective communication
operation, such as a broadcast. Secondly, theybeanmsed as an abstraction
mechanism to support the structured design at the level of processes, i.e. processes
which perform logically the same task, or a more or less independent subtask, can
be put physically into a group to be managed together. Sirecerbcess groups
can be nested (a group may contain further groups), they support the hierarchical
design of the distributed application and facilitate to locate communication related
errors during the testing and debugging phase. Recall that [B&¥Msupports the
process group concept and hence GRAPNEL was also designed to support this
concept.

PVM supports dynamic process creation but MRloes not. The Occam
experience showed that static process creation is sufficienbgoaon any parallel
algorithm and hence for the sake of simplicity GRAPNEL wasgihed as a static
language

To manage the most often used regular process topologies, predefined
topology templates are supported by GRAPNEL. In these regular arrangements
only the representative process types of the topology must be defined by the user,
the arrangement itself is generated automatically at runtime based on size
parameter(s). This feature also supports to test and debug the application in a
relatively small sie and then the homogeneous topolagn be expanded without
violating the correctness of the program.

2.1.2.1.2The Communication Model

Communications among processes are either f@ipbint or group
communications, and can be synchronous or asynchronousQuoresiunication
operations always take place via communication ports which can belong to either
processes or groups, and which are connected by channels. Every port of a process
has its own protocol to ensure that the form of the transmitted data is theatsame
both the sender and receiver sides. The programmer must define the protocol
explicitly by writing the appropriate list of data types to be delivered by the port.

Inside a process the Communication Input and Output Action nodes
represent the two fundamtal types of the communication operations which can
be characterized by two features:

1. How many ports of the procease involved in the operatioorie or more)
2. What type of operation is applied

The following different types of operations are available

a) Simple input or output action (CAl or CAOOne or several ports
partidpate in the communication, so data can be received from or sent to
one or several other processes (or process groups).

1 Homogeneous means that processes which constitute the given regular topology have thdeséiree 88MD
code)

25



b) Alternative input action (CAIALT). Several ports participatethe input
operation, so data can be received from several other processes, but only
one message must be selected from the alternatives.

The first type corresponds to the usual poéiapoint senereceive
instructionpairs applied in general in the Mgstems. The second type represent
an extremelymportant higher level operation, it corresponds to the ALT construct
of Occam andhe wild-card message tag of PVM and MPI.

Collective communication operations can be performed by defining special
compound pds to a process group. Via these group ports, all members in the
groupcan be accessed by an outer process. Applying this technique the following
types ofcollective communication operations become available:

1 Broadcast (1A n). The outer process can setid same data to each
process in the group.

9 Scattering (1A n). The data sent by the outer process is scattered among
the processes of the target group, i.e., each process in the group receives its
own different data from the sender process.

1 Gathering QA 1). Every procesin the group sends its own @iféent data
to the receiver process.

1 Reduce (A 1). A reduce port performs global computations like choosing
the minimum from the values sent by the member processes, or computing
the sum of them, etc.

2.1.2.1.3The Process

In GRAPNEL the most fundamental unit of the language is the process
which manifests at two levels:

1 Application Layer(see Figure9)
1 Process LayeseeFigurel0)

Every process has two grapaic views: one for describing the
communication connections (ports and channels) to the other processes
(Application Layer), and onéor describing the internal structure of the process
(Process Layer).

2.1.2.1.4 The Application Layer

At this level a process ispeesented by a rectangle icon with caption (see
Figure 9). Attached to the edges of the process icon several small rectangles are
used to represent the communication ports. Each port must be connected to a port
of anotherprocess @r process group) by directed arcs (channels) representing the
direction ofmessage transfers. If there is an arc between two processes (or groups),
they can communicate with each other during the execution of the program,
otherwise, they cannot. There dhgee types of communication ports due to the
direction of thedata(seeFigure9):

1 INPORT input (represented by green boxes)
1 OUTPORT output (represented by grey boxes)
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1 INOUTPORT inout (represented by half greemalf greyboxes)

Each port has its owprotocol which should ensure that the structure of
the transmitted data always consistent concerning the sender and the receiver
processes.

New Template New Part
New Group ‘| Unfald Group
New process —|
Menubar —— e i i A Compile Tools Options Help
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—[Por |
+—[Proces
| |Communication
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Slide bar
Startus bar ——|| Select EDITOR ]

Aﬂessoge
window |
e

Figure 91 Language elements of GRAPNEL and editor fundbns at application level

The protocol is defined by a list of data types. The data structure of the
messagetransferred by the port should match to this list of data types. For
example, the lisint[5];float[3 l; represents a protocol in which firdtye
integer numbers and thélnree numbers should be packed in the message. If two
ports are connected by a communication channel, their protocols should be the
same and this equivalence is checked by the compiler.

2.1.2.1.5The Process Layer

The internal strature ofany process can be stgibed at the Process Layer
using graphical symbols to represent the contdwily those parts of the control
must be specified in a graphical way that @lated to communication operations.
The point is that all communication tnsctions are represented by icons thus, if
communication occurs in a specific branchafconditional construct than the
whole conditional construct must be defined graphically. Similarly, if
communication is needed inside a loop, the whole loop constust appear in a
graphical way. Graphical code of an example process is shawgure10.

These drawings can seem to be unnecessary or uncomfortable for those
who are experienced in ordinary textual programming, but it takes gheat
advantage of shortening dramatically the debugging phase of program
development. Using thedends of graphical views of processes the programmer

2 The inout port is simple a graphical abbreviation of an kgutiput ports
couple.
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can track the whole applitan much more efliently and can locate
communication related errors fasthandebugging the textual source code line by
line.
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Figure 107 Language elements of GRAPNEL and editor functions at process level

Each graphical symbol possesses a corresponding piece of textual C/C++
code fragment to defenthe low level semantics of that symbol. The available icons
to construct the graphical code of a process are listed as follows.

Loop Construct. This icon is used for any logmnstructs in the program
e.g. “for” , "stwbturdsRdgurel®d)nTihe i¢omn aorisists of two arrows
wrapplng the body of the loop like parenthesis. The loop condgimould be
defined at the begiloop icon (loop-start) in the case of “for' and “while' loops and
at the end loop icofloop-end for “do’ loops.

Conditional Construct. The icon of conditional constructs is used day
conditional s t r u c t(Rigurel0).l Thekcenditiomaf ekpression “ s wi t
should be defined on the upper triangle of this icon.

Communication Action. Inside a processhé Communication Action
(CA) symbols are used to perform input and output operations via the appropriate
ports. TheCA symbols can be divided into two fundamental groups:
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1 Communication Action Input (CAI) and
1 Communicéion Action Output (CAO).

Actually, the graphical symbols for input (CAI) and output (CAO) are very
similar and- in the simplest caseconsist of two icons (a main and a satellite one)
(Figure 10). The main icon represents thending @ receiving actions of the
communication, while the satellite icon represents a port of the process (which is
definedat the Application Layer). The satellite icére. connected portjefines
the communication protocol and the main icon defineerwto use the protocol
and on which data. It is possible to use both synchronous and asynchronous output
communication actions.

In GRAPNEL it is possible to express input/output operations from/to
several processes simultaneously. In this case, the is@inhas more satellite
icons denotinghat the process receives data from or send data to all processes
connected to thports represented by satellite icons. In the text code belonging to
the main icon thdollowing expression must be defined for eachitmtenoted by
satellite icons:

PORT port - identifier : data - description;

So the port must be identified first because there are more ports
connected to the main icenand then the variables arefiseed where the data
should be stored or should comenfr@.e. datadescription).

GRAPNEL contains an additional special CA symbol, called Alternative
Communication Input Action (CAIALT, sekigure10). In the case of Alternative
CAl the main icon has several satellite icons, so thegss can receive data from
several otherprocesses but only one message must be selected from the
alternatives. In the textindow belonging to the main icon, the programmer must
define a similar expressidor each port denoted by satellite icons likethe case
of an ordinary CAl, but nowhey can contain an additional field to define guard
conditions:

PORT port - identifier : GUARD logical expression: data - description;
If there are several ports whose guard conditions are satisfied (the logical

expresion is evaluated to true) and on which a message appears, the selection will
be nondeterministic

Blocks. Blocks are used to support the structured program design at the
Process Layer. They own code fragmewtsich can be two different types:

1. Text Blok: The code fragment is written in textual way (in C/C++)
2. Graph Block: The code fragment is drawn using gragisigmbols

If the code fragment, the user wants to put into a block, does not contain
any CA (Commauication Action) the Text Blockcan be usedsee Figure 10)
otherwise, the Graph Block must be applied. Graph Blocks can be nested and they
have the same satellite iconsiasan beseen at the CA symbols because in this

3 The Text Block is also called SEQ (sequential) block in GRAPNEL
terminology.
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casethe Graph block itself denotes the sending @ncdiceiving operations at that
level.

2.1.2.1.6Data Declarations and Definition$or Processes

Global (Global Datd: The programmer can declare and defglebal
variables, types or constants according to the C syntax as text code belonging to
Globalsection(seeFigure10). T h e t e r nmeang that dat defined/declared
here can be referred in every piece of text code belonging to the particular process,
even if it is in a completely separate C file. Text code of the Gledationmay
contain external declarations according to the standard C syntax if someone wants
to refer to or use existing data or functions, respectively, which are defined in
external C files or libraries.

Local (Local Data): In this case, the programmer can ddboel data in
the text code of Locasection(seeFigure 10) . “Local” means that
these variables is restricted to the text code fragments belonging of the visual
instructions defined of the particular process, and tteay not be accessed in
separate C files.

Heads( | ncl ude Fi | essc)on(sed@Hgere 10) likeuaed $of
defining C"#include" directives as text code in order to use predefined C code or
data located either in libraries im separate C files.

2.1.2.2 GRAPNEL* language

2.1.2.2.1New language elements in GRAPNEL*

For the automatic model generation some new language elements are
introduced in GRAPNEL*. Without these new elements the model generator
should parse the sequential C or C++ codéino the variables which steer the
execution (i.e. which are referenced frémop and conditionalconstructs). Often
this kind of parsing is not feasible in generic C/C++ code dyeittter references
that cannot be always resolved statically before dbtial execution of the
program etc. That is why, the user is in charge to separate the code in two parts
using the following new language elements:

Control (control variables):The “ C o n tsectiohi§ a specialisation of
“ Gl oioom(s€e Sectior.1.2.1.9; by the help of this new language element the
programmer can collect in one place the declaration and definition of variables,
which are essential for steering the execufiaccessed from loop or conditional
constructions) The other declarations and definition camaini n  “ Gicom.b a |

Control Text Block (SEQ_CONTROL): The Control Text Block can be
used to separate the C code fragments into two @rishich are essential for
steering the execution (accesseant loop or conditional constructions), agy
which have no effect to the parallel processing at cofitral level. In the first
case, the sequential code fragments cgpldzedin Control Text Block, the other
partsmayremain in Text Block¢see Seabn 2.1.2.1.5.

Control protocol (PROTOCOL_CONTRO): This new language element
is based on the protocdeclaration for port¢see Sectior2.1.2.1.4 but some (or
all) of them can be marked asontrol” protocol if the corresponding data will be
accessed from conditional or loop constructs.
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2.1.2.2.2Limitations of GRAPNEL program for automated modelling

The following limitations and restrictions of GRAPNEL programs are
assumed for the automatethdeltransformation:

Limitation 1. Execution of conditional and loop constructs must be
dependent on globally declared and simple type variables only (i.e.
direct reference to received messages and usage of C functions are not
allowed). These variables will be referredcastrol variablesand must
be placed inhenew secti on of GRAPNMHEOG progr a
section.

Limitation 2. Generictext blocks (SEQ)are handled as atomic and efror
proof operations. fie code lines of a given SEQ blgakhich have
effect to any global control varis, must be placed into a separated
Control Text Block 8EQ CONTROL The code ofControl Text
Block may refer to control variables only, and contasmly those
expressions, which have corresponding expressions in CP6Rllas
well. (e.g.valuebinding, if-thenelse construgt

Limitation 3. A single message passing is handled as an atomic and an
error-proof goeration. A message can change the value of any global
control variable, if and only if the message was passed via a dedicated
protocol, calledcontrol protocal Only simple types of variables are
allowed incontrol protocols The related Communication Actions may
refer b control variables only.

Limitation 4. Every loop construct must contain at least one
communication action.

Limitation 5. Either branch of theonditional construct must contain at
least one communication action.

Limitation 6. Only blocked communication actions are allowed.

Limitation 7. Only oneway conmunication channels are allowed (inout
port is not modelled yet).

Limitation 8. Process groups, paefined communication templatesdan
collective communicabn operations are not supported (one
communication channemust have two dedicatedommunication
ports).

The GRAPNEL programs, which met all these requirements, are called
GRAPNEL* programs.

In generally, the first three limitatisnrequire some extrafforts from the
user giving more informatiorio debugger and analyser tools about program
structure. On the other hand, the GRAPNEL* program will be more readable since
the control and the pure data processing are separated, andirthieg®ns will
enable theefficient automated modelling, simulation, and verification techniques
on the model. Limitations 4 and Ve been already suggestedlif] but they will
be also required by the correctness proofnwcrostegbased execution. The
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remaining limitations reflect to theurrent state of the research, and they address
some future work to be done.

2.1.3 Coloured Petri-Net Patterns for GRAPNEL* programs

The formalism of coloured Petri net (CPXCP net was chosen for
expressing and composing model for GRAPNEL* programseCP nets are well
founded, have been widely used to specify parallel software syst@ech€P nets
are supported by a number of tools for siaiah, analysis and verification. | hav
studied two differenapproaches to composition of CP netddelsfor GRAPNEL*
programs the place fusion approacf23], that models each communication
channel explicitly and theenvironment place approacfil5], that models
communication channels implicitly, by woling arc inscriptions. The main
disadvantage of environment place approach is that the control of message
orderings and the synchronisation dependences between processes cannot be
expressedeffectively using environment place but Will be essential in the
modelling ofnewmacrostegbased exagion.

Following the place fusion approatife usecan generate automatically the
CP netmodel of GRAPNEL* programs based on graph transformatiora fest
environment, | worked wittbesign/CPNversion 3.1.1 for Linuxool (and later
with version 4.0.5) that is equipp&dth several &cilities, such as simulatioand
analysis capabilitiefl4], or anextendedmetalanguagg(ML) for defining guards
for trangtions, compound tokens, e{&.7]

2.1.3.1 Short overview of colaured Petri nets and hierarchical
decomposition
. The primary components of a CP netthefollowings.

1 Data CP netsdefine data typescélorsets), data objec{sokens),
and variables thdtold data values.

1 Places Locations for holding data objects; zero or more tokens (a
multiset) of someparticular colorset. A place isepresented
graphicallyas an ellipse. Theokens in a place, likany group of
tokens, constitute a multiset. The multiset in a place is called the
marking of the place. Taken together, the markings in all the places
in a CP net constitute the state of the net.

1 Transitions Activities that transform data. CP net trammsis can
change the number and/or value of tokens in one or more places. A
transition is representagtaphicallyas a rectangle.

1 Arcs Connect plads) to transitiorfs). Every arc has a direction,
either from a place to a transition or vice versa. Anmscription is
a multiset expression associated with an arc.

1 Input Arc Inscriptions Specify data that must exist in order to an
activity to occur.

1 Guards Boolean expressions that further define conditions that
must be true for an activity to occur. Itassociated with a transition
and written inside square bkats. A transition's guard must
evaluate to bool ean * [
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9 Output Arc Inscriptions Specify data that will be produced if an
activity occursice. whena trangion fires).

A transition can fire whenever certain conditions are met. Three factors
determingogethemwhether a transition is enabled:

1. The multiset of tokens in each input place of the transition.

2. The input arc inscription on each input arc conneateithe
transition.

3. The traguadti on’

If eachinput place of a given transitiacontains the multiset specified by
the place's input arc inscription (possibly in conjunction with the guard), and the
guardis evaluatedo true, the trantion is enabledand carbefired.

Effective CPN modelling requires the ability to distribute a net across
multiple pages, so as to divide it into modules small enough to keep track of. Such
a module is called a submodd@lhis hierarchical decompositionrequires some
medianism for interconnecting the submodels on the variousspagethat their
states caninfluence to each other Design/CPN ffers two mechanisms for
interconnecting net structwgen different pages: substitution transitions and fusion
places.

A substitdion transition(e.g. ProcAin Figurell) is a transition that stands
for a whole page of net structure. Irder to add detaslto a model without losing
overview, a transition may have associated with a separate page of CP net
structure called a subpage. This page contains a more detailed view of the activity
that the transition representhe page, whictholds the transitionis called the
supepage.

Another form of relabnship is possible in a CP net;fusion place(e.g.
Port1.SrR In Figure 12) is a specialplace that has been equated with one or more
other places, so that the fused places act as a single place wigtearsanking, i.e.
the places are then functionally identical. Such places aeddakion places, and
a set of fusion places is a fusion set.

2.1.3.2 Application level transformations

The application level of GRAPNEL programs is the place where the inter
process communication takes part viaowunication channels and communication
ports. In this sectionthe transformation of the application levisl describedas a
Design/CPN pge, calledwvainrage which will be the highest level superpage of the
generatedP net.

2.1.3.2.1Process

Every RGRADE processs represented as om@bstitution transition ad
two fusion places readyTorun fusion place, rerminated fusion place and the
necessary arcs conrtiegy them together. Note that these two fusion places will
also appearat theprocess leveland represent the first and last aika given
process.
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Figure 117 CPN model of GRAPNEL process

2.1.3.2.2Communicationports

Let ustake an examplavhererrocais the sendeprocesshroughport Por,
andprocessrroesis the receiver througport Pore.

An input GRAPNEL* communication port(,rocA.port?) is represented by
three fusion places in thesinpageof CPN model

1 ProcA.port1.Sr it holds asimple cr token, when theenderprocess is
read/ to send message

1 ProcA.port1.R it holds asimple cttoken, when the receiver process is
ready b receive message

1 ProcAport1.0 when the message passing is done, it will contain the
message. The token can bsiaple cr token if the corresponding
port protocol isnot control protocol, otherwise theplour of stored
tokenis derived from the contrgdrotocolsimilarly to the case of
control variablegseedetails inSection2.1.3.3.2.

Note that these three fusion places will appear in process level, too.

{ct] mt}

Figure 127 CPN model of GRAPNEL outputcommunication port (OUTPORT)

An oufput communication portof GRAPNEL* program (~ProcB.portd is
transformed intdhree fusion places in thesinpageof CPNmodel:

1 Proc.porz.sr it holds a simpler token, when the sender process is
ready to send message
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1 pProcB.pori2.F it holds a simpler token, when the message has been
received

1 Proc.porz.0 it will contain the message to be passed. The token can
be a simplertoken if the corresponding port protocohist control
protocol, otherwise the colour ofosed token is derived from the
control protocolsimilarly to the case of control variables (see
details in Sectio2.1.33.2).

Note that these three fusion places will appear in process tevel

Port2.SR

{ct] mt}
Port2.D

Figure 137 CPN model of GRAPNEL input communication port (INPORT)

2.1.3.2.3Communication channels

ct ct
ReadyToRun Port2.SR ReadyToRun

. . Fow )
[bs]_: [bs]..

ProcA

C
ct

Figure 147 CPN model of GRAPNEL communication channel (with ports and
processes)

{ct| mt} ct
Terminated

Two types of GRAPNEL communication channels can benddfapplying
the limitation rules of GRAPNEL programsynchronisation channelr control
channel The synchronisation channel is not able to pass control messages via
control protocolsOn thecontrary, the control channel is connected to ports, which
uses control protocol.

The model ofsynchronisation communication channelconsists oftwo
simpletranstions; msgLineand channel All of the connecteg@laces can hold only
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coloured tokens since; control messages cannot be passed via synchronous
channel.

First, the sender processustinform the receiver process; the sender is
ready to transmithe data. For this purposthe sendeprocessplaces a control
token inrort1.sR which can arrive to the receiver whigansitionssgeinefires. This
informationis crucial when the receiver process must selectrtégsagesource
(i.e. a sender process) in case of alternative inputremication actionThes two
placeshave not beenntegrated into one fusion place (in order to reduce the
number of transitions) lsauseof the futureproof design approachn the more
sophisticated models (including collective communication operaténs process
groupg one portwill be connected to more partshus, all of themshould be
fusioned, which may leai a wrong model

The model of synchronisation channel works similarly to the CPN model
of rendezvous primitivehe transition is able to fire when both thecaportz.0 at
the sender sidendprocB por2.r at the receiver side places holde c:token. Then,
two tokensgenerated into thgrocAport1.F and procBportz.0 that can be taken by the
sender and theeceiver praesses for the detection of successful message passing.

The model ofcontrol communication channelis based on the model
synchronisation communicatiom@&nnel but therocA.portz.0 and procs.port2.0 places
can hold tokensot only cttype tokensThe acceptable colours @ése places are
inherited from the control protocol in the same way as the transformation of types
of controlvariables into colourssge details in Sectidhl1.3.3.2.

2.1.3.3 Process level transformations

2.1.3.3.1Processes

Each PGRADE process is represented on a separated Design/CPN
subpage, which stands for the adequate substitution transition emith&e The
connedbn between these two pages is carried out usingeéh® 7oRrw, Terminated
fusion places, these will be the first and last places on the process subpage.

The iitialize transition is the first transition to be fired at subpage level after
a token appearsn the readyrorunplace. It is responsible for all the necessary
initializations oncontrolvariables.

2.1.3.3.2Variables

Two types of program variables can be distinguished from the aspect of our
modelling; apart of the usedeclared variables are referencedhe conditional
expressions of conditional or loop constryatdhile another part of the variables do
not used in them. The CPN model contains only the variables, which are relevant
in the controlling of ppgram execution, i.e. theontrol variables.

At the beginning the firstready7orur) places of each process contains one
token, calledc. This token works as an instruction pointer representing the
currently executed piece of code. If a process does not declare any control variable,
the token is declareas follows:

Color ct=with C;
Var c: ct;
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Otherwise, e control variables must be declared using either of the
following syntax:

Variable_Type Variable_Name
or
Variable_Type Variable_Nam¢Size_Of_Array;
or
enum Variable_Name= {Sfiing,0 , Strifig,0 £ , Stfing,i } ;

where

9 Vvariable_Typemust bant, char, Ofr string.

1 variable_Name must be a valid variable name according to ANSI C
syntax.

T size_of Araymust be a positive integer between 1 affd 2
1 sting, must be a valid string according to ANSI C syntax.

Each control variable is represented as a coloured token in the CPN model,
referredto ascontrol token

Color Variable_Color= CPN_Type
Var Variable_name: Variable_Color

where
1 variable_NameiS remaining without changes.
1 variable_Coloris thevariable Namef 0| | o Wi rtd a’r act er s.
1 cpN_Type is a valid CPN colour, which represents the type of
variable.

The global control variableypescan be transformeitito CPN coloursn
one of the following ways:
1 cPN_Typeis the same as theuriable_Type in caseof simple typesift,
char, Orstring).
9 CPN_TypelS Array of Variable_Type[0.. Size_Of Array; in case of arrays.
I CPN_Type iS with fString;0 , Strin§,0 , éstring,M fj in case of
enumerations.

The control variables of a GRAPNElprocess must be collectetd one
compound coloured token:
Color St=product Variable_Coloy * Variable_Colop * é * Variable_Coloy, ;
Var s: St;
During the simulation stage tlsetoken also works as an instruction pointer

showing the currently executed code region in the CRiaihof GRAPNEL
process.

Note: another approachan be also applied; a new place carckeated for
each control variable, which catose the actual value ad token but it is not
feasible if too many control variables are declared.

2.1.3.3.3Sequential code

The representation ofrext Blocks (SEQ) are not necessary in the CPN
model because eadbxt block is handled as an atomic and erpsoof operation
from the view of modelling, and it has no effects to the control accotdinige
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limitation rules (see Sectiah1.2.2.3. Thesequentiacode can modify the value

of any control variable il€ontrol Text Blocksjt is modelledby a transition, and

the changes of control variables are represented by the modification of dispatched
compour coloured token.

There are two ways to modify a valueafoken. One option is the use of
output arc inscription of transitions substituting the toketentifier with an
expression (sed-igure 15). On the other hand,aeh transibn may have an
attached code segmemwhich containsCPN ML code (seeFigure 45 in the
AppendiX.

(gct 4, gct,, @t ,)

Seq_Start

. (gct 1, gct,, et )

Seq_Change

l(gct .|l expr 4, gct,|expr ,, égrt , | expr,)
[ ]
[ ]
[ ]

Figure 157 CPN model of GRAPNEL sequentialcode segment (SEQ)

2.1.3.3.4Conditional construct

A conditional conguction can be described by two guarded transitions.
One guard, which belongs to tlieie branch, can be inherited from thelike
conditional epression of the relatedonditional construct. Obviously, another
guad, which belongs to thdalse branch, mst be the negated conditional
expression of the relatezbnditional constructThe condional expressions may
refer to global variables (stored in the compound token), but as atresfrihe
invocation ofarbitraryC function or C++ method is not alled.
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St

(get 1, get,,  écty)

[bool _expr (gct 4, gct,, &gt )]

True_Branch

(get 4, gct,,  dcty)

(get 4, get,,  @cty,)

(get 4, get 5,

(get ;. get 5,

False_Branch

@ct )

@ct )

(gct 4, get 5,

(get 1, get 5,

[not bool _expr (gct 4, get 5,

@ct )

@ct )]

Figure 161 CPN model of GRAPNEL conditional construct (COND)

The transfor mat.i

on

of

condi

tiemal

signs ,t can‘d Bo oIl e a nand® pagalsogot A drelse accosdingtt

thesyntax of CPN ML languag®7].

2.1.3.3.5Loop construct

The CPN model ofthe loop constructrelies on the previously described

model ofconditional branch construct

In the case of FORype loop construct, four transitions are needed
generally. The first transition4:_Loop) is used to set the contrmlkento the given
initial values according to the first part ofli®e expression specified ilwop-start
icon. Then a guarded transitioarer Loop is placed at the beginning ofetbody
of loop construct, and another guarded t@ms (afer Loop), Which represent the
end of loop. The guard, which belongs to the body of loop, can be inherited from
the Clike conditional expression ’(% part) of the relatedloop-start icon
Obviowsly, another guard, which belongs to ther Loop transition, must be the

negated conditional expression.

By the end of each cycle the last transitiend(Loog modifies the value of
the control token (i.e. global control variables) according to theat of loop

expression specified in the logpart icon.

The transformation of D@ype and WHILEtype loop constructs are
similar to FORtype loops but their CPN models are simpler and inherited easily

from the FORtype loop model.
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(gct 1, gct,,  d@cty,)

. (gct 4, gct,,  dcty)

| Init_Loop |

(gct o [ expr 4, got,|expr 5, éget, | expr,)

Eval _Start
(gct ;. get,, gt ) 4 (gct ;. get 5, dyct,)
[not bool _expr (gct 4, get,, @Gt )] [bool _expr (get ,, get,, &gt )]
(gct 4, gct,, @t y) (gt 4, got,,  dGt,)

St

End_Loop

(get 4, get,,  dycty)
v

3 —| End_Loop |
(get ; [ expr o, got,|expr ,,  éget, | expry)

Figure 171 CPN model of GRAPNEL loop construct (LOOP)

2.1.3.3.6Communication operations

In GRAPNEL* the communication operations (i.e. sending and receiving
messages)lways take place via communication pottgtbelong to processes and
are connected bgommunication channels. Every port must have its own protocol
that determines the type and size of the messages to be transmitted via that port.
The checking of protocol matching is the respbitisy of GRED edibr and
GRAPNEL runtime librarytherefore;the CPN model does ndeal withgeneric
run-time protocol(data typelhecking of GRAPNEL. communication ports.

In the control flow graph of GRAPNELprocess, Communication Actions
(CA) are usedor passingnessagebetweernprocesses. In the model, théfelient
types of Communication d&ions are represented basically by the CPN models of
fork and join primitives

At the beginning ofan output communication (i.e. in thefork-phase),a
CA0 SeEnDtransition places a new control tokeinto the proca.port1.srplace and
anothertoken into therrocA.Port1.0 place. Thistokenmustbe act tokenin case ofa
synchronisation channel. In caseatontrol communication channeit, can bea
compound oloured toke belonging to control messafer token) The acceptale
colours of procaA.Port1.0 place are inherited from the control protocol in the same

4 It is similar to the real implementation of message passing:rteegs informs the underlying message passing
library about the massage to be send/received.
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way as the transformation of types of cohtrariables into colours (see Section
2.1.3.3.2.

(get 4, get,,  @ct )
St

CAO_Start

ct,, gct,, GGt
(gct 4, get, @ct ) ct] mt}

clm

ProcA.Portl.SR _Send ProcA.Portl.D

(get 4, get,,  @ct )

St
CAQ_Block

. ProcA
(gCt 11 gCt 21 @Ct n) FG

CAO_Data_Sent = ProcA.Portl.F

(get ;, get,,  @ct,)

ct

Figure 1817 CPN model of GRAPNEL output communication action (CAO)

The output Communication Actions must be blocked according to the
limitation rules (se&ection2.1.2.2.2; the sender process must wait the end of
message passing in the jgghase An additional transition cAo pata Sentwas
introduced for this purpose, which can fire when the plaeei.rorz.Fholds act
tokenat the end of the messagensmission

(gct ;. get,,  dct )
Consun >
(get 4, get,,  @cty)

CAIl_Receive_Ready lc—‘

(get 4, get,,  éct,)
St

ProcB.Port2.R

ProcB.Port2.SR

CAIl_Block

(get ,, get,, &t )
{cIm}

{ct] mt}
ProcB.Port2.D

| CAI_Data_Received

(gct 5, gct,,  @cty)

Figure 197 CPN model of GRAPNEL input communication action (CAl)
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Theinput communication action (CAl) also requires ongansition in the
fork-phase and anothame in thejoin-phase labelled ascas receive readyand
CAl_Data_Received First, CAI Receive Readytransition is waiting for a control toke
from the sender. When it is arrived, the transition places a control token into
ProcB.Portz.RIN order to inform the senderrocsis ready to receive the message.
Then, Procs process haw wait for a token from the place labelle@cs.rortz.0 The
received tokemustbe a singlextoken in case of synchronisation chantelcase
of control communication channehere must ban m tokenbelonging to control
variables, which were defined in the CAdon. The acceptable colours of
procB.Portz.Dplace are inherited from the control protocol in the same way as the
transformation of types of contreariables into colours (see Secti@nl.3.3.2.
When thecar pata receivedtransition fires, the contents of control messages ar
copied into coloured token@using its attached code segmgid]), which are
belonging to the control variables defined in the data field of iCaxi.

(gct 5, get,,  dcty)

FG ot

ProcA.Portl.SR

¢ (get 5, get 5

ProcA.Port2.SR

@ct,) (gt gety,  dgt,)
ProcA
FG ct

c
CAIALT_B1_Receive_Ready ProcA.Port2.R

ProcA.Portl.R CAIALT_BO_Receive_Ready

(gct 1, get,,  dct,)

5t (get 4, get,,  dct,)

CAIALT_BO_Block

{ct] mt} (get ;, get,,  dcty)

ProcA.Portl.D

(gct 5, get,,  dcty,)

{ct/| mt}
ProcA.Port2.D

CAIALT_BO_Data_Received |

| CAIALT_B1_Data Received

(get 5, got,,  dgt,) (gt get,,  @ct,)

(gct 5, get,,  dct,)

!

Figure 207 CPN model of GRAPNEL alternative input communication action
(CAIALT)

The alternative input communication action (CAIALT) can receive a
message via any communication port, which is connected to the communication
action. The process is blocked until a message is available from one of ttessou
If more than one messagy@re available, the selection is rdaterministic.

The CPN model of CAIALT operation is based on the model of the simple
input Canmunication Action(CAl) but both transitions are multiplied according to
the number of possiblsources but only one of them can fire at both stages of
communication.
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Summarizing the model of message passinge wvay how data is exchanged
between two processes in a CP isethe followingin details

1. The ontrol of procz arrives b a CAO operatia, this means thatnasr token
(which represents the whole process local data image) is put aadhéar
place. Than, thecao 2nd transition fires, and ar token @ n instructon
pointe¥  wi t h o)wappears @r tlwewcr.Porasrfusion place andn me
token (the token carryingh¢ data to be sent) on theoci.rPortap fusion
place. If the partnés execution is not pending @CAl (belongs to this
CAO), thanproczwill wait on thecao_aock place. Meanwhile thersgLire (on
the mainPagd transiton freely fires, and a token is placed orrocz.PortBSR

2. When the control ofroczarrives to CAl (there is a token am/ gar), it will
block until a token does not arrive amocz.rPortasrindicating that the partner
is ready to send the data. Whthis happens, theas receive Ready transition
may fire, esulting act token onprocz.PortBr fusion place.

3. Keeping a close watch on theinrage the chanrel transition may be executed,
whenever there ia token onerocz.PortB.R and another owroci.rortAp. When
this occurs, the data is put oprocz.Portap, and a control token is put on
proci.PortAF. These tokes aable the firing of ca/ Data receiveq and
CAO_Data_Senttransitions, after all the control of these two processes may go
further.

2.1.4 Building CPN model automatically

Generally, the users develop GRAPNEL programs by the help of the built
in graphical editor of ’FSRADE environment, and not by hand (i.e. applying
simple text editors).

Three representation modes of GRAPNEL programs calistieguished:

1. The basic representation level is tea&tual descriptionn files (*.grp) for
storing and sharing GRAPNEL programs (F&f8).

2. Inside GRED editor the different elements of GRAPNEL language are
represented byC++ classegintermediate representation) in the operative
memory. The GRRO module, which is a part of GRED editor, is
responsible for writing GRAPNEL files (i.e. the textual description)
directly, and also for reading thebased orthe faclities of a file parser
designed for the GRAPNEL language.

3. Finally, the developers watch only the different types of GRED windows
on the screen, where the language elements of GRAPNEL translated into
displayable graphs and icons usingOTIF widget set (graphical
representation).

The design and implementation issues of the two upper representation
levels (intermethte/graphical representationsggncbe found in my M.Sc. thesi
[59].
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The automated generation of CPN model from GRAPI§Rplications has
been realised at the intermediate representation level extending the C++ class
serialisation facilities of GRED editor. The following advantages tloé
intermediate representation level were taken into coraiderwhen this was
choseras the input representation level of transformation into CPN model:

1 The representation is already checked syntactically; GRED
editor does not lbw to construct invalid graphs both the
application and the process internal lepjgg]. On the other hand,
at textual level th&sRP2Cpre-compiler and the budin compiler
tool are able to check the syntax of C and C++ source code related
to graphical icons. The translation is launched if the code can be
compiled succesully.

1 Therepresentation contains information about the graphical layout
of language elements; for animation purposes the GRED editor
computes and stores some particular graphical information
(position, size) in the fields of C++ classes, which belong to
graphically moveable/replaceable GRAPNEL languagemants,
such as processes, sequential icons, and control IBesed on the
provided graphical information the transformation algorithm are
able to place the transitions and places of CPN model in a
convenientlyreadablavay.

1 A traversing/serialisation algorithm has been already implemented
for the repesentation; the transformatiobased ona tested
traversing algorithm but itx¢éends the serialisation functionalities
using predefined CPN patterns.

1 The representsmn can be described in formal description; C++
classes of intenediate level itself and their relation éach other
are described wittvidespread UML class diagrams.

2.1.4.1 Traversal algorithm for CPN generation

Since the representation of GRAPNEprogram mgt be syntactically
verified before model generatiofb9], the coloured Petriet model can be
generated by using simpénbeddinggraph transformation rules on each graphical
programming item of the program. For this purposenew tool, GRP2CPN
traverseshe entire pogram; first it generates thesainpage of CPNmodel including
application level elements, such as processes, ports and communication channels.
In the seond phasethe transformation togjenerate®ne CPN subpagéor each
process, and a recursivégarithm (see below)ensures the traversing @il
elements at process leyslich as conditional and loop constructs, communication
operations antext blocks

Procedure ProcessElements_To_CP{elemn, term_elem)
begin

wghile not End_Of_Process(e/em)

begin

if elem= term_elemthan return

5The Global, Local, Heads, and Control sections have fixed positions.
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if elemtype = CODE_SEQCONTROLLthan SEQ_CONROLL_To_CPKe/em)

if elemtype = CODE_CAI than CAl To_CPNelem)
if elemtype = CODE.CAOthan CAQ To_CPNelem)
if elemtype = CODE CAIALTtha n CAIALT To_CPNelem)

if elemtype = CODE_LOORSTARTthan
begin
LOORSTART To_CPNelerm)
LOOREND To_CPNelem.get_loop-end)
ProcessElements_To_CP{e/em.get_body, elem.get_loop-end)
end

if elem.type = CODE_CONBSTARTthan
begin
CONDSTART To_CPNelem)
CONDBEND_To_CPNelem.get_cond-end)
ProcessElements_To_CPNe/em.get_true_branch, elem.get_cond-end)
ProcessElements_To_CPNe/em.get_false_branch, elem.get_cond-end)
end

elem= elem.get_next
end

end

Notesfor the algorithncan be found ifable?2.

elem the actual (or first) element of the subgraph to b
transformed

term_elem the terminal element of the subgraph to be
transformel

elem.type type of the given element
(CODE_CAO, CODE_COND_START, etc.)

elem.get_next next element in the subgraph: in case of start eleme

of conditional or loop construct, it means the nex
element followed by the construct

elem.get_true_branch, in case of start element of conditional construct, i

elem.get_false_branch means the first element of its true/false branch

elem.get_loop-body in case of start element of loop construct, it means th
first element in the loop

elem.get_cond-end, in case of start element of conditional or loop

elem.get_loop-end construct, it means the last (terminal) element of th
construct

Table 21 Notes for the traversal algorithm

As it can be seen,ybeachGRAPNEL* program elementhe introduced
CPN patternmust be inserted into the mod&ach GRAPNEL* element has a
corresponding CPN pattein the model, and the number and directions of arcs
between these CPN patterns always match.
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In this way,| proved thata colouredPetri-netmodelalways eists andcan
beautomaticallygenerated for any GRAPNEL* progranfisr debugging purposes
Asani | l ustrati on, an automaticZlohgugenér at
GRAPNEL application can be found in the Appendix.

2.1.5 Related works

There are existp approaches[6][16][17] to detect erroneous program
behaviour based on Petret analysis, especially dedmtks, but these techniques
developed mainly theoretically wilkss practical results, and not integrated into a
high-level graphical development framewotigether with an automatic model
generator

Otheradvancedsolutions[19] are basé on UML models and can be used in
the early phaseef the system design to capture system dependability attributes
like reliability and availability. This approach includes an automatic transformation
from UML diagrams to Timed Petri Nets contrary of these, ynmethod is to be
usedlater in the debuggig phase (after the implementation) ametlying on the
GRAPNEL* language.

In [15], a CPN model is created for GRAPNEL progranseng place fusion
approach but it is not suitable forour purposesas is. According tgresented
approach CPN model for generic GRAPNEL programesinnot be generated
automatically(due to the missing detailetbscription of transformation stgpand
has not beerconnected to anywidespreadCPN tool (since it uses its own
description language).

2.2 Formalisation of macrostep-based debugging
technique for GRAPNEL* applications

2.2.1 Preface

The following issues make debugging BfGRADE and otherparallel
programs much more ditfult thantraditionalsequential debugging8]:

(1) To addess the problem of thiarge number of parallel processagth
dynamic interations, the DIWIDE distributed debuggpt9] in P-GRADE
environmentis able to observe computations both at a global level, to
understand the interaotis, and at the level of the individual processes.

(2) The nondeterministic behaviouof GRAPNEL programsmakes the actual
execution khaviour dependent on actual process speeds (due to distinct
processor speeds and to vary operating system schedulings)efiect
unpredictable communication delays. It required the DIWIDE distributed
debugger to provide facilities to detect those situations, and to evaluate
program correctness properties fearious possible execution timings
during the automated debugging. dlso required techniques to allow
reproducible and coherengervation dsuch error situationd].

(3) The general problem afonstructing consistent global statesdistributed
systemsmust be also considered because the uati@n of erroneous
situations depends on accuratbservations. In general, the accurate
observation can only be approximately achieved in a distributed system, by
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remote observation, based on message passinghesaserfaced the
difficulty of absence foa global system state. To solve this problem,
DIWIDE distributed debugger provides strategies for the observation of
consistent computation states by the help of macrdstapacrostep
executionas it is described in this thesis

(4) Probeeffect due to theobservation and control mechanisms is a well
known phenorenon:any observation affects the system under study, so the
distributed debugger must rely on techniques that either ensure the lowest
possible intrusion (and still allow user intetian, even knowng that this is
a highly intrusive activity) or give full control on thecaurring race
conditions. The DIWIDE debugger applied the seconpr@ch because
the debugger can gain detailadformation about the structure of
GRAPNEL program despite the titidnal paralleldebuggers.

In order to handle these problems for GRAPNEL* programs in different
debugging sessions, | present the formal description for a novel, automatic
generation of successive gl ob-dalk s ed™nsi
executia, in this thesis. The traversal of the stgppace with macrosteps is also
introduced, and my formal description is based on the Occurrence graph of the
Petrinet model (see Sectiol.2.3. | presented thathe traversal ruls of
Occurance graph can be formally defined as the selection of representative sets
of state transitions, which result the macrostépsed execution of any
GRAPNEL* program Thus, the software developer can apply an execution
mechanism for the GRAPNEL* pallel programs, which is similar to stéyy-

step execution of traditional sequential programs.

2.2.2 Macrostep-based execution and Execution Tree

The main aim of macrostdpased execution is thgeneration of consistent
cuts[1] (or global state) for GRAPNEL programskor illustration purposes, two
examples can be found Figure21; one consistent cut, and one inconsistent cut.
Intuitively, a consistent cut incorporates all the past of its own events.

consistent cut

Process 1 \ —Q
Process 2

Process 3 /

O

O

O

inconsistent cut

® past event

O future event

— interaction

Figure 2171 Consistent and inconsistent cuts
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The idea of macrostep Isased orthe concept of collective breakpoints
(such asCACH- CACF- CACK- CACH, seeFigure 22), which are placed on the
inter-proces communication primitive§CAO, CAIl or CAIALT actions)in each
GRAPNEL processThese communication actions (degure22) are indexed by
the corresponding process number (lower index), and a serial number (upper
index). The setof executed code regions betem two consecutive collective
breakpoints is called macrostep A detailed definition of macrostep is given in
[49][48].

Assuming that sequential program parts betweesmmunication
instructions are already tested, each sequential code regmobe handleds an
atomic operationIn this way, the aomated debugging of a parallel program
requires to debug the parallel program by purerosteps.

A single breakpoint ofhe collective breakpoint is calledttiveif it was hit
in a macrostep and its associated communication instrudiotecompletede.g.
seeCAC%, in Figure22). On the other hand, a bigmint is calledsleepingf it was
hit in a collective breakpoinbut its associate communication instruction cannot
be completediuring the next macrostepus, it will be a part of the next collective
breakpoint.For example(seeFigure 22), a sendinstruction (CAC%) of a given
procesgProcess 1 wants to send message another procesgrocess 4 butit
is communicating with a '3 process(Process R That is why, the breakpoint
placed atCAC’;, operationis a sleeping breakpoint aman be found in the next
collective breakpointSimilarly to this,CAP, is also a sleeping breakpoint, since it
must wait forCACY.

CAL /" CAG,/ 7 \ CAG,
Process 1 A4 ol e
Process 2 A% CAGZ,?:T.,_‘_
\ CAQ, . CAG; “\ %\ CAY,
Process 3 S s .
Process 4

‘\\ \ ~ CA?4 :“CAE‘ ," C AG4 ’,’I
M; M, M; M, Ms

) _ —— message passing
@® Active breakpoint .
--» postponed message passing
i.> Sleeping breakpoint
-------- boundary of macrostep

Figure 2217 lllustration for macrostep -based execution

6 A collective breakpoint consists of a finite number of single breakpoints placed irediffflocesses, and it was
hit if (and only if) all the breakpoints belonging the collective breakpoint were hit.
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The macrostepby-macrostep execution modeof parallel programgan
be defined adollows; in each macrostep every process is forced tountih a
collective breakpoinis hit. Thus the boundries of the macrostef{seeFigure22,
M1, Mg, are defined by a series of global breakpoint sad, the consecutive
consstent global states of parallel program are generated automatidally.is
described latera checker engine is able to evaluate the specification in the
consecutive consistent global states duringnilaeroste-by-macrostep exetion
(see Section3.1), and a simulationengine is able to continue the program
simulation starting from the given global state (Seetion3.2.2.

There is a clear analogy between the -tytep execution mode of
sequential ppgrams realised by local breakpoints and the macrdstepacrostep
execution mode of pallel programs. The macrostéy-macrostep execution
mode enables to check the progress of the parallel program at the points that are
relevant from the point of view of parallel ex#ion, i.e. at the message passing
points. What we ensured is that the macroblgmacrostep execution mode
works deterministically jusasthe stepby-step execution mode works in case of
sequential programdn order to ensure it, the debugger stores the history of
collective breakpoints and the acceptance orders of messagjeadtivereceive
instructions. For example(see Figure 22); CAIALT:; may receive either from
Process 1(CAO%) or from Process 4CACQ",), but in the actual casenly the
messagérom Process 4s accepted in this race condition.

At replay, the progress of tasks controlled by the stored collective
breakpoints and the program is automatically executed ageiorostegby-
macrostep as in the execution phase.

A Whole zraph
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Figure 231 Execution Tree with navigation panel
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The execution path is a graph whose nodes represent the boundaries of
macrosteps (i.e. consistent global states) and the diraate indicates the possible
macrosteps (i.e. the possible state fitaoss between consecutive global states).
The execution tree (seeFigure 23) is a generalization of the execution path; it
contains all the possible executipaths of a parallel program assuming that the
nontdeterminism of the current program is inherited only from alternative
(CAIALT) message passing communications. Nodes of the execution tree can be
of four types: (i) Root node, (ii) Alternative nodes, (igterministic nodes.

The Root node represents the starting conditions of the parallel program.
Alternative nodes indicate either a wildcard receive instructions which can choose
a message nedeterministically from several processes.

Breakpoints can be g@ted at the nodes of the execution tree. Such
breakpoints are calledneta-breakpoints. The role of metdreakpoints is
analogous with the role of the breakpoints of sequential programs. A breakpoint in
a sequential program means to run the program urgil bireakpoint is hit.
Similarly, a metebreakpoint at a node of the execution tree means to place the
collective breakpoint belonging to that npdad run the parallel application until
the collective breakpoint is hit. Replay guarantees that the codebteakpoint
will be hit and the parallel pgram will be stopped at the requested node.

In ideal case, the task of automatic debugging (or testing) would be the
exhaustive treersing of the complete execution tree with all the possible execution
paths init. Therefore, the execution tree would represent a search space that should
be completely explored by the dejging method. Accordingly, the automatic
debugging and testing of a parallel program wowguire (i) generation of its
execution tree (ii) exhestive traverse of its execution tree.

In fact, when the user tries to debug a real size program systematically, the
user has to face the problem of combinatorial explosion of possible execution
paths.

2.2.3 Formal description of macrostep-based execution

The Occurrence Graph (OCC graph) of a given CPN m(sis Sectio
2.1.3and2.1.4 is a directed graph where easlh S node represents a possible
token distribution (i.e. marking), and eacH R arc represents a passe state
transition between two consecutiwkén distribution$14].

A part of OCC graph related to a sample GRAPNEL* application,
ProducerConsumer (see Appendi&l) contains 188 nodes and 2358 arcs. The
first and the last four levels of the OCC graph are graphically presenkaguire
24,
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Occurrence Graph
HNodes: 1028
Arcs: 2358
Secs: 10
Status: Full

Scc Graph
Hodes: 1028
Arcs: 2358

Secs:

Figure 2471 Occurrence Graph

In order to formalise the meastep execution the following notations are

introduced:
S i™ node of OCC graph (i.e. possible marking o
consistent global state)
enabled(3 set of(globally) enabled transitions in the givegn

marking. A transitiom | R is enabled in a statsf
there exists a stasssuch thatg s) | r. Otherwiser
is said to be disabled st

locally _enabled(®

set oflocally enabledransitions in the giveg
marking A transitionr [ R is locally enabledf the
corresponding process enables it (but agopiiocess
may disable it thust may notbe part of globally
enabled transitions)

ample(9 1 enable(®

set of representativetransitions in the givers
marking, only these transitions will be taken intg
consideration by the generation of stapace

succ (s, J)

the node of OCC graph where thB ample
transition leads frors node. Note: succ(s0)=$

Table 371 Notations for the description of macrostepbased execution
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Threesetsof transition can be distinguished iretPN model: thessgLine
transitions(see Sectior2.1.3.2.3 belonging tocommunications channe(3 comm),
the local transitions of individuaprocesses(Tioca), and the first transitions
CAIALT Bx_Receive_Readyof alternativeinput communicationsdenoted as daLt.
The set of enabled transitis,enabled(s)may contairarbitrary typesf transitions
depemling on the actual local conditions of processes as well as the actual
communication interactions.

The macrostep executiomies to reduce the set of enabled transitions,
which must be taken into consideration during the construction of global state
space (i.e. the execution tree). This subset of enabled transitions in OCC graph is
noted aample(s)n a given marking.

The regirements of generation of representative transitions can be
summarised as fows:

1 The debugging method must be unaffected by the skipped paths.
1 The size of graph must be reduced.

1 The calculation requirements of representative paths must be as low as
possgble.

The ample set generation of macrostep execution follows these rules:

Rule 1. enabled@=A Y ample(® =A
Rule 2. (enabled(® ETica), A Y ample(® =r:ri (enabled(® £ Tioca)
Rule 3. (locally_enabled@ ATcaar ), A Y

ample(9 = ( enabled(¥ £ Tcanatr ) C

"r [ (locally_enabled(® A& Tcaar ) : enabledd A&

Tpartner_procesir)
Rule 4. (enabled® £Tcomm), AY ("jI N:0¢ j< |enabled(® £ Tcomnl)
ample(succé, j) ) =r: ri (enabled( succ(s) ) Z£Tcomm)

In otherwords; (Rule 1) if there is not enabled transition, the ample set
must be empty(Rule 2) If any of thelocal transitions(Tqca) IS enabled, the ample
set must contain only one of these titiaes (and nothing elsefRule 3) If there is
no local transition, all enablethessage selectiotransitiors (TcaaLt) must be
included in thecurrentample setand the enabled (communication) transitions of
the processes, which cannot send a messagay @alternative input, however it is
waiting for it. (4) If only message passingabsitiors (T¢comm) are enabled, they
must be fired transition by transition.

For practical reasons, ¢hboundaries ofmacrostep are defined before the
application ofRule 4 sinceRule 3is the only onewhich can generate an ample set
including more trasitions, and the selection of sender processes for CAIALT
operations must be allowed to the udéere, in the execution tree a new branch
belongs to each combination of possible sender processes.
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In this way,| presented thahe traversal rules of Occance graph can be
formally defined (Rule -#) as the selection of representative sets of state
transitions, which result the macrostepsed execution of any GRAPNEL*
program.

2.2.4 Related works

The NOPE (Nordeterministic Program Evaluator) deals with thiskjpem
by generating in a record phase partial traces which contain ordering information
of critical eventg29][28]. During replay these data are used to enforce éinges
event ordering as occurred during record; from these data, NOPE also allows to
evaluate other possible program runs for the supplied input.

2.3 Correctness of macrostep-based execution

2.3.1 Preface

In this thesis, | present the correctness of the macrosssu lweebugging
methodologybased on the theoretical background of verificatimodel checking)
of systemg24], and Kripke structureas the common way foheé representation of
OCC graphand Execution Tree (see Secti).

As the first step, both the Execution Tree (the result of macrbsiegd
execution) and the Occurrence Graph (corresponding to the entire state space of
GRAPNEL* program) are transformed into Kripke structuks; andKS,. Then |
prove thatthe macrostegbased selection algorithm of representative state
transitions is a kind of partial ordering on the Kripke structure iSand the
Kripke structures K$ and KS are stuttering equivalents to each other
Therefore, the software deloper gets successive global states (macrosteps)
without losing any relevant information about the behaviour of observed system,
andtemporal logic formulas can be evaluated on the siagaee generated ltlge
macrostep mechanism (see Sec8dl)

2.3.2 Basic notations: Kripke structures

In order to find relationship between the Occurrence Graph (generated based
on the CPN model) and the Execution Tree (generated by the macrostep debugger)
both graphswere transformedio a common drmal description using Kripke
structures. Formally, a Kripke structure can bitneéd as follows:

KS = (S, R, L), where

S={s, s, .y &finite set of states
RI S3S state transitions (relation of states)

L:S- 2AP labels of statesafomic predicates)

In the case of Occurrence Graph thiabels can be derived from the actual
statesof (compound) coloured tokenBue to performance reasons (s®ection
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2.3.4.3, only one selected process and its actualestae used to labelling the
Kripke structure. The predicates can be simple derived from the colouring of
tokens.On the other hand, during the macrodbgpmacrostep execution the
labels can beldained from the address spaifethe given proceseelying on the
variable evaluation facilities (provided by DIWIDE distributed debudgé®).
Therefore, the labelscan be determinéd on-thefly during the generation of
Execution Tree as well as during the CPN simulation.

2.3.3 Partial ordering techniques

One of the mairchallengesn automatic verification ofoftware products
related to thestate space explosiolm case ofmany types ofoftware productshe
number of possibléifferent states duringorogramexecution growvery rapdly,
even exponentially with theprogram size and the number of its compongnt
Partial order reduction is &pecial technique that addresses tlatate space
explosionproblem for concurrent asynchronopggramsby resultinga smaller
state space thatie be traversedy the verification (model checking) algorithms.

In general, asynchronous systems @eéinedusing so-called interleaving
model of computation. Concurrent events ra@lelledby allowing theoccurrence
of eventsin all possible orders,reatingvery oftena huge number of possible
states andelatedpathsas well However,the softwarespecifications typically do
not cover and makaelistinction between all different order§.he key concept of
partial order reductiors to take intaconsideation only alimited set of behaviors
of the program but ensuringthat thenot inspectedehaviars do notprovideany
newand relevaninformationfor the model checking

In the last decade, several researdreius have developed methobty
following different waysto exploit thesereduction principles in model checking.
These techniques inclugamong othersthe stulborn sets method of Valmd60],
the persistent sets method of Godefroid and WdIRE)[62], and the ample sets
method of Peled63]. These worksshare similar ideas, although they differ
concerningthe details of th@roposededuction. | appliedhe anple sets method
in this thesis because of its similar approach to macrostep based execution.

Before diving into the details, some key notions must be introdamsatding to the
literature

1 Invisible transition: A transitiom = (s<alled ;@s)ble,ifL ( s ) Fike.( s 6
the labdling is not changed between the two transitions.

9 Stuttering equivalencén a path, there can be consecutive states with the same
label due to invisible transitions. We can createcated stuttering blocks
from these state3wo patls, x1 andx2, arestuttering equivalent(x1 ~; x2) if
the same stuttering blocks in the same omt®urin both path.Two Kripke
structuresK1 andK2, are stuttering equivalent structuregviery pathxl1in
K1 belongs to a patk2 in K2, wherex1 ~ x2.
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Figure 251 Stuttering equivalent paths

2.3.4 Macrostep-based execution: a partial ordering technique

The core mechanism of macrostepmacrostep execution can be
interpreted as the oxlapped execution of independenttetaransitions. Hence, we
can apply some partial ordegiriechniques and methods K&, Kripke structure
(delived from the Occurrence Gragmti coloured Petri net modein order to get
theKS,, the Execution Tree built by the macrostep debugger

One path of KS
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\ | | i \ /
\ / \ / \ /
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Figure 261 Stuttering equivalent paths during macrostep based execution

According tothe literature [8] four conditions must be satisfied by the
calculation of ample sets in order teetgstuttering equivalengraphs The
macrostefbased execution meets $eerequirements as it is proven in the
following four sections.

2.3.4.1 Emptiness

The first condition guarantees that the macrostep algorithm will make
progresdurtherif the normal search algorithm wouddsoprogress

CO Emptiness: ample(s) = A iff enabled(s) = A

Proof: The emptinessondition in case of the macrostep algoritbam beproven
in the following three steps:

Step 1. The macrostep algorithm generates an empty ample set if there is no
enabled trasition. It is ensured by Rule Enablea(s) = A Y ample(s) = A, which
must be applied in all stateBhus, thisconstraim must be true on the entire state
space:

(enabled(s) = A ) Y (ample(s) = A )
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Step 2. On the other handhetransitiors can be clasBed in three typesn the CPN
model, such a$comm Tiocay aNdTcaaLt. Rules 24 guarante¢hat in each state:

(enabled(s)/ A )Y (ampl e As),) [

since one of the rules must dlevaysappliedif the set of enabled transition is ron
empty and each rule generates a ssonpty ample set

In details; f at least ondl|,ca IS enalbed, then theRule 1is valid, which
generags a oneelementanple set. If at least onechiaLt is enabled, then thRule
2 mustbe applied, which generates an ample set with at least one element. If there
is at least one &mm transition, theRule 3 can be applied, which generates a
sequence of orelement ample sets.

Step 3Combining the constrainfsom Step landStep 2nto one constraingnd after
some basic transformatigrwe can get CO as a result

((enabled(s) = A) Y (ample(s)= A)) @( (enabBp¥(ampl ef)gs5 |
= (enabled(s) = A) U (ample(s) = A) = (ample(s) = A) U (enabled(s) = A)

2.3.4.2 Ample decomposition

The ample decompositiorconstraint[8] has a crucial role in ordeto
ensure that any path thatagcluded in the reducestatetransitiongraph can be
somehowtransformedbased on the properties of independent transjtions an
existingpath in thereducedmodel Thereforein other wordsthe reduction does
notleave out accidentallgny pathswhich are essential fahe modelerification.

C1 Ample decomposition In the full state graph, on any path starting from
some state, a transition dependent on a transitfoom ample(s) cannot appear
before some transition frommple(s) is executed.

More details of the agwstruction and a proof for its correctness are given by Clarke
et al.[24].

Proof.

In general, it is more difficult to check condition C1 than &@ausehis
conditiondeals witha property of ample setsoncerninghe execubn sequences
of the full statetransition graphHowever,the most importantgoal of the state
reduction technique igxactly that to avoid generatingthis full statetransition
graph.

Another problem is thahe execution sequences on whodmditionC1 are
to be evaluatedcan extend arbitrarilyuntil the occurrence of the first ample
transition. Inprinciple checking condition C1 isisually at least adifficult as
performingreachabilityanalysisfor the full state transition graph, aslescribedn
[24].

In practice, algorithmfor verifying condition C1 for an arbitrarily chosen
set of ample transitionmight be complex andexpensiveThat is why partial order
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basedverification techniquegxploit the given softwarestructure toproducethe
necessargmple sets oftatetransitionsthat can meetasierthe conditionC1. The
ample set selection becom&mplerin our typical cases wellwhen theinspected
application is aomposition of concurrent processies. usingGRAPNEL*.

Following this approachwe can definemple(s) asthe set of all transitions
enabled at in some set of processPswith the following propertyno process P
I P has a communication transition locally enabledPiwith any process outside
of P. This rule can be implementedh a simple way;first include only one
individual process as a member s$tP and then adding the processe< that
communicate wittany processn P in a repetitive waylf P includes all processes
by the end the states fully expanded and no reducti@an be achievedt the
currentstate.

The partitioning of theconcurrenfprocesses o thesewo sulsetsensurs
that by executing transitionsot from theampleset a transition dependent on an
ample transitiorcannotbe globally enabledi.e. performedbefore a transition in
the ample set. This exactly the constrairgetby conditionC1.

The macrostegbased execution meets this condition since evenle
satisfies itas follows

Rule 1 There is nenabled transibin at all.P must beempty.

Rule 2 P has always one member process with one enabled local transition
which will form the oneelementample set. Thisvay of ample set generation
meets condition C1,since this processdo not intendto communicate to other
processes.

Rule 3 In this caseP containsall processs, which havalternativeinput
communicationaction (CAIALT) as well asall the posible sender process
belongingto these alternative inpudommunicationsAll the enabledCAIALT
transitions arehte member of ample set. Moreover, the ample set contains the
enabled transitions belonging to the sender proces$ésh are actually not able
to send a message to the CAIALT constructiond hus, condition C1 is
guaranteed.

Rule 4 In this case, we havanly pairwised processes, which are ready to
exchange their messages and they do not intend to communicate to other processes.
Therefore P always containshe two communicating processes, and the ample set
contains only one trart®on, which is a membeof Tcomm SO condition C1 is
guaranteed.

2.3.4.3 Invisibility

After applying the condition€0 and C1 during the calculation of ample
setswe need to deal wittwo remainingtypes of the path@]:

T gud2 énr, When transitiony, g,,  é,areqndependeritom the
transitions olmple(s) set and i ample(s)

1 auaz €& infinjte path, when transition, q.,  é;are tndependent
from the transitions ofimple(s) set
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Figure 2771 Invisible paths after reordering of transitions based on commutativity

q2 q3 q(n-1) g

It must beguaranteé that the specification is not affected, by ensuring that

the generated path is stuttering equivalent to the original one, i, &, r ~g
na,qs, €, ,.doenerallythisaspect ixoveredoy the following conditiorC2

C2 Invisibility : If a statesis not fully expanded, every transition’ ample(s) has
to be invisible.

In practice,we have to take into consideratiornfaxt that influences the
effectiveness of the reductiofB]. Assumingtwo independentransitions botfof
them carchange theruth-valueof predicates thadrein the checked property (the
transitions are visible)j.e. the execution order between thdwo transitions
becomescrucial even if theyare independentlin details condition C2enforces
that the visible transitionsmust be involvednto an ample set only with athe
other visible transitionsAs a result, if an execution is not presetieause of the
reduction,thenanother execution with the same order of visible transitionsbeill
presenedin the reduced state grafased on thexperimens, the effectiveness of
the reductiordecreasedramaticallywith the number oflesiredpredicatesised in
the specificationAs a thumb rulethe simplified checkedpropertiesare more
effective e.g. checking separatel§p and 3 g, rather thamsp @3 4.

On the other hand,ome experimental results of using partial order
reductionare presented i8] with the Spin model checkingsystem[64]. The
checked algorithms were as follows:

1 sieve The distributed Sieve of Eratosthemgorithm(used tdind prime
number}

dtp: A data transfer prototo

snoopy A cache coherence protocol

pftp: A fil e transfer protocol

= =4 =

For each of these algorithms, the property that was checked asserted that

some variable, initialized with, eventually becomes
That is why,it is a reasonable restriction if a usersniocus on only one

GRAPNEL* process and the checked properties must refer to control variables of
only oneselectedprocess.. Obviously, the address spaces of other processes are

also availabléor manual cheking during the real debugginiyote:the wser can be
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responsible foravoiding thee transient situationdy selecting the appropriate
properties.

Proof.

| introduced a modified version of C2 to guarantee that the generated path
is stuttering equivalent to the original one, ge.g., &€, r~gr 9, 9, €. @

C206 | nvilfsaistatedig rotyfully expanded, every transitiowhich is
independentfrom any transitiorr / ample(s), has to be invisible

According to C2transitiong,, g, €, must be invisibleHence,g, g, €,
n r ~s 1, G, G2 €IS alsoguaranteedT her ef or e, we can apply
in order to proof the invisibility condition by each macrostep Rule:

Rule 1 There is no ample set.

Rule 2 The ampleset always consists ohelocal transitionr | Tiocq Of @
process. It is not visible(i.e. not belonging to the selected procesy then C2 is
true. On the other hand, if transitionis visible {.e. belonging to the selected
process B, all the other independent transitiopsg, €, must belongd other
(not selectedprocesses. Thus, transitions g, €, must beinvisible, they can
not change the labellingccording tantroduced abel | i ng rul es t hus,

Rule 3:The ample setay consist ofransitioneitherr I Tcaacr or r |
Teomm- Transitionr [ Tcaalt is always invisible, they cannot change the state of
control tokens. So if there is not any transitidn Teomm then C2 is true. If there is
at least ongransitionr I Teomm We can distinguish two cases:

 If all transitions ri Tcomm are invisible (not belonging to the selected
process Por communication without CONTROL_PROTOCOL),
then C2 is again true.

' If one of the transitionsir Tcommbelongs to the selected processird
communication with CONTROL_PROTOCOL, then this siéion
will be visible. All the other independent transitions g, ¢, ¢
must belong to other (not selected) processes, which cannot change
the |l abelling, then C2’ is true

Rule 4 The ample set always a eakement set containing a transitioh
Teomm If ONe of these transitionsi Tcommbelongs to the selected processifd
communication with CONTROL_PROTOCOL, then this transition will be visible
(otherwise C2 can be applied). The independent transijgng, &, mugt
belong to other (notselece d) processes t hus, cz2’ i's tr

2.3.4.4 Cycle closing condition

C3 Cycle closing condition A transition which is enabled in every state of a cycle in
the reduced state spabelongs to the ample set of some state on the cycle.
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Figure 281 lllustration for cycle closing condition

The origin of a cycle in the stagpace is obviously the LOOP construct of
GRAPNEL* programsThe conditionC3 can be fulfilledrelying on Limitation 4,
i.e. every LOOP construct must contain at least am@mmunication action.
Consequently, at least orseiccessful communication action, i@e macrostep
must be done successfultyeach cyclenvolving the application oRule 4. . Rule
4. ensures thathere must be a state, where ardy message passing transitions
(Tcomm) €nabledn the modelLater, hese transitionwill form one-elementample
setsand will befired oneby one. Therefore, there is transition, which is always
enabled in a cycle, and it is not an element of any ample set.

2.3.5 Further reduction: Execution Tree

Basically — based on theearlier described macrosteghased traversal
algorithm— the macrostepExecution Tree can representhe stuttering blocks of
the reduced statgpace but some other aspect can be also taken into consideration
during the generation &xecution Tree.

Control variablesof the selectedprocess(i.e. labelling in the Kripke
structure)can be modified in

1 CONTROL_SEQblock

CONDS

LOOPS (in case of FOR or WHILE type loop construct)
LOOPE (in case of D@ypeloop construct)

= =4 =4 =

CAl or CAIALT instructions (if the message is arrived from
CONTROL_PROTOCOL)

Moreover, every communication action means a chance of deladio
other synchronization errors, that is why, the CAO boxes are also enrolled in this
list as well. Therefore, the boundaries of stuttering blocks woutldse elements,
and the macrostep debugger shqulttebreakpoints on these language elements.

According to the limitationgsee Sectio2.1.2.2.3, we can assume that the
sequential parts o GRAPNEL* processs are well tested and errgproof code
segmentsitself. So in practice the boundaries of stuttering blocks areneld to
communication actions when the process intends to interact with other process.
(Note: there is also an option to execute a process graphicalbicaon if
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necessaryut this is a sequential debugging issue.)this way, between two
consecutiveeommunication actias) any modification in thetatespace (i.e. in the
labdling) can beconsidered as a transient state, only the two states belonging to
the communication actions are repented in the Execution Tree.

Thus, the macrostejpased selectio algorithm of representative state
transitions is a kind of partial ordering on the Kripke structure,kd the Kripke
structures Kg(belongingto the Execution Trepand K$ (belongingto the OCC
graph are stuttering equivalents to each other

2.3.6 Related works

Partial order reduction is a very successful techniquédadlingthe state
explosion problem that is inherent to explicit state model checking of
asynchronous concurrentsoftware products sgstemy It exploits the
commutativity of concurrengl executed transitions in interleaved system runs in
order to reduce theze of the explored state space, as it was presenfét&h[9].
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3 Model checking methods in parallel debugging

3.1 Run-time checking of temporal logic specification
during controlled execution

3.1.1 Preface

The behaviar of sequential programs can be described with classical logic
by a predicate (i.eoutput condition) that must hold after the execution & th
program. Furthermore, the output condition can be translated (by the technique of
weakest preconditions) into conditions that must hold at every step of tjrampro
Thus, such a condition cdve considered as an assertion that must hold at a
particularprogram step. If a system focuses on a particular subclass of formulas,
such an assertion can be checked at runtime. Annotating a progranmtinge
assertiongs a simple but very effective way of increasing the code's reliability and
thus the developetsconfidence in a @r g r swaorrect behavio.

The fact that a particular assertion hatides not provéhe correctness of a
program. Esides, if an assertion fails, it uncovers an error in the belrawio
program. Assertions play amportant role in te development of sequential
programs, but currently their usage in paralleigpamming and debugging is far
less dominant. One reason is that a program may exhibit different executions for
the same input due to naeterminism; furthermore, the most redev properties
describe the state of the complete system (and not the state of a single process).
Another reason is that the scopes of properties are usually not defined by specific
code locations but by temporal relations to other properties. These msoble
difficult to overcome in production runs of nadlel programs and with classical
logic. Therefore, myattention turned to program runs controlled by parallel
debugger and to assertions expressed in tigeidage of temporal logic.

The particular motivation of the presented works to support the
development of correct and reliable parallel programs by runtime assertions that
are derived from temporabgic formulas, which describe the expected program
behaviour. Thisthesis presentthat the temporallogic formulascan be used as
runtime assertions inraacrostegbasedarallel debugging environment.

In this approachthe programdeveloper asserts in a messagssing
program by one or more of such formulas regarding the expected system
behaviar. The debugger allows bygenerating consistent global states
(macrosteps) to interactively elaborating the ExecutioreT(i.e., the set of
possible execution paths) which arises from the use of-deterministic
communi@tion operations. In each mastep, atemporal logic checker verifies
that the once asserted temporal formulas are not violated by the current program
state. This approach thus introduces effective runtime assertions into parallel
debugging by incorporating ideas from the model checking gideahformulas.

In this thesis, rging on the aboveoutlined approach describdn detailsa
method for the integration of a new debugging framework, where the actual
GRAPNEL* program runs controlled by the macrosbeysed debugger as the
universe in with the usedefined temporal logic formulas are checked. My
proposed methothcludes the initialisation phase of the framework, the way of
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insertion and detection of retme temporal logic assertions, the support for the
evaluation of atomic predicatesferenced by temporal logic formulas, and the
communication protocol with a general purptsporal logicchecker using state
machine description. Based on these achievements, | ptleataparticular class

of temporal logic expressions (LT} can beevaluated on the paths of Execution
Tree during macrostep based executidn this way, the required userteraction

(to detect erroneous situations) can be radically reduced by temporal logic
assertions.

3.1.2 Introduction

Since debuggingnd testingparallelprograms is an importaiiut difficult
task, many projects have been developing tools to support the ubey amea; for
surveys sef32] or the more recen28].

A patrticular challenge is the hdimd) of nondeterminism which arises in
message pamg programs from a wildcard receive operation, i.e., a receive
operation that noxeterministically accepts messages from different
communication partners. The DIWIDE deger [52] of the RGRADE
environment27] applies the technique of macrostephich allowsthe developer
tesing all branches of an application in a concurrent mannet;vees described in
Section2.2

Temporal logic has proved as an adequate framework for describing the
dynamic behaour of a system (program) consisting of multiple asynchronously
executing components (fm@sses)[30][31]. A temporl logic formula can be
considered as the specification of a parallegpam; in lineartime temporal logic
(LTL) a program is correct if every possible executionsBati the formula. If a
program itself is described in a formal framework, the technigtienodel
checking can be applied to decide about the correctness of temporal specifications
provided that the program only exhibia finite number of statg24]. There exist
tools for the validation of awurrent system degig based on temporal lodi25]
and for the generation of test cases fromperal specificationf26]. In the system
presented here, the actual program runs controlled Bgugder as the universe i
which a temporal formula is checked. Thtlee developed framework combines
ideasand method$from parallel debugging and from model checking as well.

3.1.2.1 Theoretical backgroundfor temporal logic assertions

This section sketches the formal basis of usingptwral formulas as
runtime assertions. For sake of brevity, only the core of the formal definitions are
showed.

Any system can be described by a tupke 1> whereis is the set of initial
states of the system andis next state relation of the systeAtemporal formula
F is valid for such a system, written &f{F]]is ns if for every (finite or infinite)
state sequenceinduced by<is,ns>, F holds at position of. Thus it suffices to
define the truth value of a temporal formiat positioni of s, written asT[[F]]s
i

Tlpn(to,  @1)lls it= [[pall(ltalls,  -taall's)
T[[OF]]s i=true iff T[[F]]s j = true for allj with i ¢ j < |g|
T[[F]]s i=true iff T[[F]]s j= true for somg¢withi ¢ j < 5|
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The corresponding definitions for conmige formulas and quantdr
formul as as wuswual . Now | ety,Fus i ntroduce

T[ [WE[]] si=ifi+1=§ thenvelseT[[F]]s(i+1)

which is true, ifF holds in the next step, and if no such step exists (because
i denotes the last position of a finite sequegicadakes the truth value Then a
formula translatiorG[[ F]] can be defined

Gl[pn(to, &)l =Pn(to, @1) t
G[[OF]] = G[[F]] Dow.0F
G[[BF]] = G[[F]] DoraseOF

such that in the resu® := G[[F]] the operatorsO ( “ a | waamdf3¢ * p v eyn't)u al |
are al ways gu aperdta.dt isbegsy to lshow that the translation
preserves the semantics, i.e., thHf]]s i= T[[G]]s i. Therefore there is a way to

reduce the validity o& temporal formuld in a state sequenesat positioni to the

validity of atomic formulas in statg(i) and to the validity of temporal formulas in
sati+1.

However, whilethe above definition is based on state sequences, in
assertion checking we only have access
Therefore aset of state tree3(is,ng is introducednduced by<is, ns>. Each node
in such a tred holds a statésae has a linktyey to its predecessor node (i.e.,
NStprevstate tstatd h0ldS), and a set of successor notigs(such that for eack in
this setxorey= 1). The rootr of these trees (the node Withae | is) haverpey = T ;
the leaved of these trees (for which no stateexists such thanglswae S)) have
hexe { T} - We can now TJ[6&]fjt ofm guarted tormgl@with nt i c s
regect to such a treteas follows:

Tllpn(to,  ma)llt 2[[PA]l([[t ofltstate - moa]Rtsibudt
T[ [v E[t= true iff T(G[[F]])x = true for every X tnex:
T Lel]l+ = v
If we define validity as
T[[G]] T=true iff T[[G]]t = true for everyti T

it is easyto show that the relationship to the original semantics is
preserved, i.e.J[[F]]is ns= T[[G]] T(is,ng. Thus,we the validity of a temporal
formulais reducedn a system to the validity of a guarded temporal formula in the
set of state trees induced ttne system.

However, duing assertion checking, there ascess tmnly a part of the
tree referenced by &current state node whose childrefihe nodes of the
successor states) may not yet be completely (ortrelt)aevaluated. $c h “ par t i al
t r ecarsbé representedy trees that contain “unknowl
In order to extend the semantitson complete trees to a semanficson partial
trees,the 2valued logiccan be replacetly a 3valued logic with an additional
value® ( “unknown”)

xH=h, T@A=A, F@A=F, TUAST, FUA=A

I speak of fAtreeso instead of Adirected graphso since
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and introduce the additional rule
Ts[[G]] »=*

The semantics compatible with original one and monotonic with respect to
a partial ordering of trees according to their information content (ftec t, for
evayt):

t does not contaift Y T3[[G]]t=T [[G]]t
sctY Ts[[G]lt=Ts[[G]ls

Sothe semantics of a guarded temporal forntilean be definedn the set
of partial state trees induced by a system. While above explanation only describes

temporal operaterO andBwhi ch r ef er t o ttheepreseftadt ur e”

framework also supports corresponding
Based on this semantics, a temporal logic checke€, has been defined by
RISC/LINZ in a joint work that habeenintegrated into the DIWIDE debugger as
described in the following sectian

3.1.2.2 Macrostep Debugging inP-GRADE

DIWIDE is a distributed debugg§b2], which is part of the visual parallel
programming envonment PGRADE [50]. This debugger implements the
macrostep method, which gives the user the ability to execute the application from
communication point to communication poj4g].

In brief, a macrostep is essentially thet of executed code regions between
two cansecutive collective breakpoints. A collective breakpoint is a set of local
breakpoints, one for each process, that are all placed on communication
instructions such that a macrostep contaimarmanication instruttons only as the
last instructions of its regions. In the macrostep execution mode, DIWIDE
generates from the current collective breakpoint the next collective breakpoint and
then runs the program until the new collective breakpoint is hit. In this fashi®
program is executed macrostep by macrostep. At replay, the progress of processes
are controlled by the stored collective breakpoints and the program is automatically
executed again macrostep byamstep as in the execution phase.

When a communicain operation in a collective breakpointakernative
receive operation, this collective breakpoint splits macrostep execution into
multiple possible execution paths. Each path represents one possible selection of
sender/receiver pairs for all wildcard cedve operations in the originating
collective breakpoint.

The set of all possiblexecution paths can be represenigda tree whose
nodes represent collective breakpoints and whose arcs represent macrosteps. The
macrostep control panel of tHieWIDE delugger visualizes thexXeaution Tree
and allows the user to control its further elation. The developer may select
particular branches in the tree or let the system traverse the tree according to some
strategy (always choose leftmost respectively rigistmaranch). The eleloper
may also set a mdieeakpoint in some node and let the system replay execution
along the corresponding branch until the selected node is hit. The system therefore
gives the developer very powerful means to control the-dsderminstic
behaviar of a parallel program in the debugging process.
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The following sections describe theacrosteghaseddebugging model
extended bycheckng the validity of temporal formulas in théranches of the
execution tree that are elaborated accordmghe manual choice of the user
respectively to the automatic seien strategy.

3.1.3 Macrostep Debugging with Temporal Logic Assertions

In order to illustrateéhe integrated macsteptemporal logic model checker
methodology, a case study is presentesed on the welknown producer
consumer problem.

Take a parallel progranBuffer with three processes: Rroducerprocess
which geerates a finite number @aemsand sends them to a Buffer proce3he
Buffer processcan receivatemsfrom the Producer aheventually forwards them
to a Consumer proces3he Consumerprocessreceives thee items from the
Buffer and processes them. The Buffer has a finite capacity; depending on its full
state (full, empty, not full and not empty)istwaitingfor requestsither from one
or bothprocessesSee details in Append&.1

Therefore its behavior is —in generat nondeterministic and @y be
investigated by the macrostep debugger

3.1.3.1 Temporal logic specification

Assuming synchronous meggpassing (see Limitation 6 in Section
2.1.2.), a fundamental property, whickthe userexpecs from the Buffer
application, is that the number of items stored in the rounded buffer always equals
the difference of the number of items sent by the Producer process and the number
of items eceived by the Consumer process. The left side of the conjunion
NoLostltem) and the corresponding predicaf®oLostitem, see Section3.1.3.9
expresshe above constraint. Another property concerning the progress of Buffer
application: if the buffer is neempty, it will eventually get entp in the future
(see the right side of the conjunctiofr).case of finite runnig, these constraints
also guaranteeniplicitly that the buffer must be empty as well as all the items are
consumed at the termination.

In the notation of temporal 1og[81][30], these properties cdre written as
BufferSpec : 0 NoLostltem @0 ( x BufferEmpty Y R BufferEmpty )

whereNoLosttem expresses the core of the first property aur@drempty the core of
the second property. The temporal oper@dare ads as ' al ways
operatoma s ‘uaV é gt

and

The Bufferspec property is asserted at the beginning of example application
(see the first ico of Buffer process, labeleessert in Figure 29) by a new
GRAPNEL language element, callesssert box. It containsthe name of
specification gufferspec) implemented as a Java class (inherited from the
checker.Specification class) whose methogktFormula returrs an object that encodes
formula

package checker;
import checker.*;

class BufferSpec extends Specification

public BufferSpec() { }
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public Formula getFormula()
{
return new Conjunction
(new Always
(new Atomic("NoLostltem " null)),
new Always
(new Implication
(new Negation( new Atomic("BufferEmpty", null) ),
new Eve ntually ( new Atomic("BufferEmpty", null) )

)
)
}
}

When the debugger encounters the assert statement, it instructs the
temporal logic checker (TLCyhich is implemented in Jayto dynamically load
this class. TLC is called byh¢ debgger after every subsequent mastep to
verify whether the state of the current collective kpeent violates the asserted
formula or not. The user can follow the checking process in a window that displays
the status of the formula in every colige breakpointfaise means that the stated
assertion has been violated by the current executienmneans that the assertion
cannot be wlated any moreynknown means that the assertion may be still violated
in the future.

3.1.3.2 Atomic predicates

The formua Bufferspec refers to two atomic predicatesoLosttem and
BufferEmpty, Which are the names of-fdnctions located in a separate library that is
dynamically loaded by theedugger. Whenever the TLC asks the debugger for the
value of an atomic formula, ¢hdebugger executes the corresponding function,
which returns the value of the predicdteue or false)in the currentglobally
consistensystem state.

#include "chk -ext/IFpred2diw.h"

int NoLostltem () {
long first, last, nBufferedMsgs, bufsize, nPro dMsgs, nConsMsgs;

int iBuffer=getProcessindex("Buffer"); // We will use it often.

/l Number of messages in the rounded buffer

first = getVarLongInt("first", iBuffer);

last = getVarLonglInt("last", iBuffer);

bufsize = getVarLongl  nt("BUFFER_SIZE", iBuffer);

if (last>=first) nBufferedMsgs = last - first;
else nBufferedMsgs = bufsize  -last + first;

/I Number of produced/consumed messages?
nProdMsgs = getVarLongint("i", getProcessindex("Producer"));
nConsMsgs = getVarLongInt("i", getProcessindex("Consumer"));

return (nProdMsgs - nConsMsgs) == nBufferedMsgs ;
}

int BufferEmpty/() {
long first, last;
int iBuffer=getProcessindex("Buffer");

first = getVarLongint("first", iBuffer);
last =g etVarLongInt("last", iBuffer);
return first == last;

}
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The chk-ext/IFpred2diw.h header contains the prototypes of functions, which
can obtain state information concerning theGRADE application. At the
beginning of functiorNoLositem the index of Bufér process is stored, it will be
used three times in the following codelines. Then the number of actually stored
items is calculated based on the size of rounded bwifer£r_sizgEand the values
of first andiast integers. In the Buffer process tite variable stores the index of the
first element in the rounded buffer, and tie shows the index where the Buffer
process has to put the next item. The loop variabépresents the number of
produced/consumed items in the Producer/Consumer procésss. function
BufferEmpty compares the value afst andlast variables. If and only if they equal
the Buffer is empty.
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Figure 291 Temporal Logic Checker and DIWIDE applied on Buffer application

For inspecting the systestate, the atomic predicatese an interface to the
debugger. For instance, the functigevarLongint(var, proc) returns the value of the
program variablevar in processproc as a value of C typeng. In this way, the
predicate funtton NoLostitem checks the number of messages in the buffer process
with respect of the values of two counter variables in the producer process and in
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the consumer process. Summarizing, for using temporal formulas as runtime
assertions, the programmer ng¢o

1. annotate the program to be debugged by the assertions,
2. provide a Java encoding of the temporal formulas,

3. provide C functions for the atomic predicates used in the temporal
formulas.

This only reflect the current state of the systematar versions, | plan to
develop a metéanguage where the Java encoding and the C functions are
automatically generated from a hitghvel specification language.

As Figure 29 depicts, three different paths of the execution treee (
Macrostep Panel) are traversed and actually, the application is running for the
fourth times. At this moment, each process is stopped after a successfully
performed macrostep. The communication actions, where the processes are
actually stopped, are nmad with red background by the debugger. In the Model
Checker Dialog Window the current state of the assertions can be inspected.
Actually, the state of the specification is still unknown (due to the always operator
used in the sample specification) bue fhrevious execution met the requirements
defined in the specification (sdeigure 29, the upper part of Model Checker
Window).

3.1.4 Checking Temporal Logic Assertions with TLC

The temporal logic checker TLC is an eng(meplemented irdavg, which
interacts with an external partner (i.e. with a debugger) by a specified message
protocol. The protocol operates in a sequence of rounds that correspond to the
states of an execution sequence. In each round,

1. TLC may receive from its partner new (additional) temporal formula
whose validity is to be checked in the subsequent state,

2. TLC may ask its partner questions about the truth values of atomic
formulas in the current state,

3. TLC announces its knowledge about the truth of the set of tainpo
formulas it has received up to nowd, false, unknown).

When a round has ended, the external partner informs TLC about the
beginning of a new round (when a newensistent globabktate in the current
execution sequence is available). TLC evaluategach round the truth of all
formulas with respect to the round in which the corresponding formula has been
submitted by the external partner. If a formula refers to the future, the result will be
frequently unknown. However, if more and more rounds aexfprmed, the added
knowledge may let the knowledge about such a formula change (the formula
cannot be falsified any more after the current round) respectivelfthe formula
has been falsified by the current round). If a formula has beerfidd/sthe
corresponding assertion has been violated.

TLC does not repeatedly evaluate (sub)formulas whose final valei@|(
false) has been already determined. Such results are cached such that only those
formulas are reevaluated whose values are rieqd to determine the value of the
overall formula and whose status is stiltnown.
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Il n order to support temporal ‘past op
the values of all those atomic predicates whose results may be required in the

futuretoeval at e armupast Wbhenever a formula inc
submitted to TLC, TLC records the atomic predicates in the scope of such
operators in order to start prefetching

temporal formula therefore extds only up to the round where therfula was
submitted to TLC.

Currently, the only external partner of TLC is the DIWIDE debugger,
which interacts witifLC as illustrated irFigure29.

3.1.4.1 The evaluationprotocol

The section outlineghe protocol between TLC Engine and DIWIDE
debugger as well as the type of messages. The description is given as a state
machine where seven different states can be distinguisii@dtate(1|2) , MainLoop,

EvalLoop EvalTermLoopandEndstate. In thenitialState(1|2) the checker and the debugger
tell each other the protocol they know (see descriptigimoatol message), and the

debugger tells how many processes th&HADE program contains (see

description ofstartup message).

In the mainLoop the debgger may assert new assertions, or tells whether a
new program state (or the last program state) is available, see descripiest,of
next anddone Messages. If a new program state is available (i.e., checker receives a
next message) and there is aadé one ssertion to be checked, then theiLoop
takes place (for each assertion @elLoop). In the EvalLoop the checker asks the
debugger what are the value of atomic predicates needed to evaluate the
specification, see description @&l andtruth messages.

When the checker needs to know the value of a term in order to evaluate
the specification, then thevalTermLoop takes place. ThevalTermLoop is similar to
EvalTerm, the difference is the usage @iterm andvalue messages, see description
of them. Theendstate is the final state of the state machine.

3.1.4.2 Formal description of protocol

In this section the formalised description thie outlinedprotocol (see
Section3.1.4.) between temporal logic checker and macrosteged DIWIDE
parallel debugger tool are presented in table format. In the first colBtatg( the
possible states are enrolled. The second colfmput Message shows the
possible input message®r message classesvhile the corresponding output
messag and following state belongs to the the input message can found in the third
(Output messageand the lastNextStatg columns, respectively.

State Input Message Output Message  Next-State

InitialState Protocol InitialStatel

InitialState1 protoco | Okay InitialState2
protocol error failed EndState
not_expected_m error failed EndState
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InitialState2

unregistered_m

MainLoop

EvalLoop

EvalTermLoop

EndState

Note:{} means 0 or more items.

unregistered_m
startup
Startup

not_expected_m

assert

Assert

next {answer}
next {answer}
next {answer}
next {answer}
done {answer}
abort
not_expected_m
unregistered_m
truth

truth

truth

truth

abort

not_expected_m
error

unregistered_m
value
value
value
abort

not_expected_m
error

unregistered_m

Okay

error failed
error failed
EndState
Okay

error failed
Eval
evalterm
Okay

error failed

Okay

error failed

{answer} eval

{answer}
evalterm

answer {answer}
okay

answer {answer}
error failed

Failed

Eval
evalterm

error evalterm

Failed
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EndState
MainLoop
EndState

EndState

MainLoop
MainLoop
EvalLoop
EvalTermLoop
MainLoop
MainLoop
EndState
EndSta te
MainLoop
EndState
EvalLoop

EvalTermLoop

MainLoop

MainLoop

EndState

EvalLoop

EndState
EvalLoop
EvalTermLoop
EvalTermLoop
EndState

EvalTermLoop

End State



3.1.4.3 Messages types ofrptocol

This section describes in details the message types used by the proposed

protocol (see.1.4.3. The table summarizes for each message typssdolumn)

the possible sender party (i.e. the direction of the message), a short description, and

its parameters.

MESSAGE
TYPES
abort]]

answer[argl,
arg2]

assert[argl]

done[]

errorfargl]

evallargl, arg2,

evalterm[argl,
arg2, ...]

lopuas

O

Descripton

TLC aborts when it receives this

message.

It tells the tr uth value of an assertion in
the current state. This message is sent
by TLC as a response to an assert, next
or done message. After an assert
message TLC sends one answer
message. After a next or done message
TLC sends as many answer messages
as the number of unknown assertions
enrolled in the previous state.

DIWIDE asks TLC to check an assertion
beginning from the current state. TLC
will respond with an answer message
(if there was no error) and an okay
message.

It tells TLC the last program state is
available.

Itis sent by TLC, if an error occurs.

TLC asks DIWIDE to evaluate a
predicate described by the given
arguments. DIWIDE responds by a
truth message. It is a varying size
message.

TLC asks DIWIDE to evaluate an
application function described by the
arguments. DIWIDE responds by a
value message. It is a varying size
message.
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Parameters

argl: String
Name of the specification.

argz: {true, false,
unknownyj
Truth  value of the
specification.

argl. String
Name of the specification
to be checked.

argl.: String

Explanation of the error.
argl: 1..Maxint32
Number of parameters of
this (varying size)
message.

arg2: String
Name of the predicate.

.. Int32

Parameters of the
predicate. Note that argl
is 1 + number of
parameters of the
predicate.

argl: 1..Maxint32

Number of parameters of
this (varying size)
message.

arg2: String
Name of the application
function.



MESSAGE v Descripton Parameters
TYPES g
o
1
... . Int32
Parameters of the
application function. Note
that argl is 1 + number
of parameters of the
application function.
failed[] C It is sent if the message sent by -
DIWIDE was unsuccessful.
next(] D It tells TLC there is a new state -
available.
okay(] C It is sent if the message sent by -
DIWIDE was successful.
protocol[arg1] C The sender tells what protocol it uses. argl.: String
The protocol which is
used by the sender.
startup[argl] D DIWIDE tells the startup parameters to argl: 0..Maxint32
TLC. Number of processes of
the debugged parallel
program.
truth [argl] D DIWIDE tells TLC the truth value of the argl: {true, false,
predicate that is described by the eval unknown}
message sent by TLC. Truth  value of the
predicate described by
the eval.
value[argl] D DIWIDE tells TLC the truth value of the argl.: Int32
application function that is described by Value of the application
the evalterm message sent by TLC. function described by the
evalterm.
not_expected_m N Not expected message. Can stay for -
any message that is not listed in the
state in the Input Message column. For
example; the value message in the
MainLoop state.
unregistered_m N Unregistered message. Can stay for -

any string, which doesn't correspond to
a message.

Note: in theSendercolumn the following acronyms are used:

C: temporal logicChecker Engine

D: Diwide distributed debugger
N: Not specified

3.1.5 Run-time evaluation of TL assertions in P-GRADE

framework

The integration of TLC engine and DIWIDE distributed debugger required
the introductionof a newcomponenin the RGRADE framework caled Checker
Module (CM). The main task of Checker Modulealkowing the collaboration
between the macrostep debugger and the tempayal foodel checker (TLC)
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engine, o the other hand, the Checker Module is responsible for loading
dynamically and alsoof handling the predicate libraries that can beresfeed
from the specification. The current implementation of Checker Module provides
also asimple graphical user interface where the programmer/testengaect the
state of temporal logic specificati®s macrostep by macrostep.

3.1.5.1 Initialization phase

In details; the connections between the differemtponentduring the
startup phase f(iitialization and assertdndling) as well as the major interactions
in order of time can be seenkigure30.

4) start
1) start GRAPNEL
—l . -
) Application
5) assert
2) start 6)
assert
. 3) start + init‘ p
Checker Modul 8) req. spec. TLC engine
) T
7) load lib. 9) load speq.

Atomic Predicates TL Specification

[Java Class/

/Dynamic Library/

Figure 301 Initialization and assert handling of temporal logic checker

First of all the macrostep modulaunchesa new Checker Module that is
implemented as a C++ class. As the second step, the ChecketeMpadwns a
new JAVA applicatio, the TLC engine as a separgimcess. The Checker
Module wraps into the newly launched JAVA application; redirects both the input
and the output of the engine, and communicates with it via pipes. This is one of the
easieffastest way of communication with a JAVA proceseninog on the same
host. As the last step, the Checker Module and the TLC engine has to negotiate the
actually used mtocol and the number of processes that will be started in the
current PGRADE applicéion. (It is required for the initialization of TLC engine).

3.1.5.2 Assert detection

After the initialization phase, the user can start tHeRADE application
and usually the program reaches the end of the first macrostep after a certain period
of time. Then, Chcker Modile scans through each procegsether a rusime
assertion has been activated (bycmr_asserticon placed in the {&RADE
application) during the last executed macrostep or not. The names of activated
assertions are stored separately in the gs®E® address space (arrays of strings)
and the Module Checker can obtain the information via the expression evaluation
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facilities of DIWIDE debugger. If a new assertion is encountered, Checker Module
passes the name of the assertion formula to the TL@@&ndihe TLC engine then
loads the corresponding Java class and starts the evaluation of the formula. At the
same time, the CM also loads the esponding predicate library that must be
implemented as a dynamic library by the developer.

11) getvarf GRAPN.EL
< g« Application

~ 4) next -

CheckerModul |,_7)'ed.pred- | T1c engine
15) pred.

1)

Atomic Predicates TL Specification
/Dynamic Library/ /Java Class/

Figure 311 Evaluation of atomic predicates

The above described pooling mechanism is repeated each time when a macrostep is
done in order to find the user’s assert.:

3.1.5.3 Evaluation of atomic predicates

As it described in the protocol (s&ection3.1.4 in any macrostep the
TLC engine may require the value of an atomic predicate from the Checker
Module. For the evaluation of temporal logic expressions (written in the
specification) and userdefined atomic predicates feeenced from the
specification) must be also evaluated. The atomic predicates are placed separately
in the dynanctally loaded predicate libraries. Basically, the evaluation of atomic
predicate means the inwation of the coresponding Gunction from thepredicate
library that function represents the spedifigtomic predicate. In a giveatomic
predicate different kinds of function calls can be used for obtath@gecessary
information about the state of processes, such as the current value offi@dspeci
program variable or the labels of actually executed communication actions, etc.
These commands are usually executed via the CM relying on the expression
evaluation facilities of DIWIDE. The return valueué or false) is passed to the
TLC engine viathe described protocol (s&ection3.1.4. Of course, the engine
can also request the value of any program variable.

3.1.5.4 Atomic predicatei debuggerinterface

Functions supported in predicates (wherepthéndex is a unique idetifier
for processes):
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char* CM_getVar(char* varname, int procindex);

/I get the value of the given variable, return with a gdb formatted string
long CM_getVarLonglnt(char* varname, int procindex);

/I get the value of the given variable, return wi th a long integer

int CM_atLabel(char* label, int procindex);

/'l return TRUE, if the process stopped at the jJcommuni
int CM_getProcNumber(); /I get the number of all processes
int CM_getProcessIndex(char* procname) ; /I get the index of the given process
int CM_getMessageNumber(int, int); /I get the number of messages
char* CM _ getMessage(int, int, int); /I get the contents of the given message

3.1.6 Optimisation issues of model checking based on
assertions

As it was described earlier, TLC does not repeatedly evaluate
(sub)formulas whose final valueug or false) has been already det@ined. Such
results are cachednly those formulas are #evaluated whose values are required
to determine the value of the ovérfarmula and whose status is stitlknown.

One of the most time consuming task is the evaluation of program
variables, which refeed from the temporal logic specification. To obtain a single
program variable requires numes communication steps amotige different
modules of DIWIDE debugger tool, TLC engine, and the executed progeathevi
interconnecting network. Hencefdcused on the elimation of the extra overhead
caused by the evaluation of program variables.

First, | proposed caching techrquefor program variables and values. The
variablevalue pairs, which are already evaluated in a consistent global state, are
stored in a cache separately for each process. Often, only a few process pairs are
able to communicatevith each other during a roestep, and the remaining
processes are lidked on a sleeping breakpoint (see Secfidh? without any
changes in their local process states. Before the execution of the following
macrostep, every cache has to be cleaned whaongs to a nofblocked process,

i.e. stopped on anctive breakpoint (see SectioB.2.2. At the next meta
breakpoint the TLC engine usually asks the same variables (as in the previous
consistent gl obalg”s pa Oeveusly, besavarables cah e e p i
be obtained much faster from the cache, which belongs to the process. In this way
the debugger can save valuable time macrdsyamacrostep.

In fact, TLC engine or Checker Module asks the referred prograables
separately from each other during the evaluation of temporal formulas. As a second
step, | introduced apre-fetching techniquefor frequently referred program
variables, which belong to the same qass. It must be taken into consideration
due to tle high communication overhead (particularly the long latency time) when
the debugger evaluates a single variable. In the current implementatroposed
a simple algorithm: a variablemsar ked as *“ f rithasbeenreférmed used”
from the spedication (1) at each othree consecutive metaeakpoints or (2) at
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least of thecertain percentf metabreakpoints. Then, the debugger automatically
prefetches all the marked variabldegether at the beginning of the actual
evaluation phase. At a sjg@ag breakpoint the debugger can obtain the values of
the frequently used variables from the cache, as it was described earlier.

3.1.7 Summary: Future work and open issues

In this thesis, | presented the way in whilparticular class of temporal
logic exprasions (LTEx) can be evaluated on the paths of Execution Tree during
macrostep based execution

Concerning the future workhe current external interface of TLC has been
targeted towards the current functionality of the DIWIDE debugger and does not
yet make full use of all facilities of TLC and its undgrlg framework. In
particular,

1. TLC could inform its external partner not only about the overall value of an
assertion but about the value of each subformula with respect to the state in
which it is requied to detamine the overall resulfThis informationcan be
used in a graphical user interface in order to browse through states to
determine which formulas are evaluated in which state and what the current
knowledge about the value of the formula in evhistate is. This will give the
user much more information about the overall behavad the program with
respect to the asserted formula than the current interface.

2. TLC need not operate in rounds and evaluate the formula in a single sequence
of states. TC actually maintains a tree of states as suggested by the theoretical
frameworksketched irSection3.1.2.1 It is at any time possible to add a child
to any node in the tree and teeealuate the truth of a formula with resp&
the whole tree. TLC could therefore interact with a debugger which maintains
more than one system state and gives the user the piogstbfurther execute
the program from any of these states

With the described frameworki is possible to assetemporal formulas
and have their validity checked in (manually or automatically) selected runs of a
parallel program. Howevefiom a practical point of viewan adequate graphical
userinterface is not yet provided thallows the prognamers in an intutive way
to determine the fundamental reason why an assertion has failediredpés not
yet satisfied (i.e., which subformula in which particular state is the core of the
problem).

Secondthere is a lack o& highlevel specification language fromhich
the low level encodings of temporal formulas (as Java objects) and atomic
predicates (as C functions) are automatically generdtedhe experimental
framework, it is the responsibility of the programmers.

Third, and most important, we need to easduby larger progranmxamples
with interesting properties to which extent in practice the use of temporal
assertions aatlly helps to improve the understanding of program belesiand
detect errors in them. In any case, the presented system will agraegood
starting point for these investigations on thefulsess of extending a parallel
debugger with model checking capabilitingealsize applications
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Concerning the longerm plan, the future work should deal with generalisation
of the resultse.g. using Unified Modelling Language (UML). Statechart Diagrams
provide a graphical notation for describing dynamic aspects (e.g. concurrency,
nortdeterminism, and priority) of system behaviour within the UML.[4d] a
transhtion method is presented from a subset of UML Statechart Diagrams into
PROMELA, the specification language of the SPIN model checker. SPIN is one of
the most advanced analysis and verification tools, and this translation allows for
the automatic verificadn of UML Statechart Diagrams. According [é1] the
translation itself was simple, proven correct, and efficient in terms of state space
representation. Thus, its further investigation and combination with the techniques
preented in this thesis could be a promising approach to provide a more efficient
way for debugging.

3.2 Further optimisation of macrostep-based debugging

3.2.1 Preface

The macrostejpased executionf parallel programwith modetchecking
(see SectioR.1) is not optimalsome feasible optimisation methazn be applied
in order to accelerate thmaacrostegbaseddebugging cycleThe most important
approach is the integration of a coloured Pe¢ti (CPN) simulation engine into the
debwging framework relying on the CPN model of GRAPNEL* programs. In this
thesis | present that th€PN simulation engine is able to steer the macrostep
based traversal of statgpace (the building of the Execution Tredpwards
erroneous situations during e debugging phase, and to detect the already
traversed execution path§he presented method (see Sec8dh?d can assist the
software developer to find programming bugs by its simulation & steering
techniquesAs a part ofmy work, some other techniques are also proposed and
investigated in order to enhance the debugger framework. In the rest of this
section, they are outlined together with
point of view.

The first optimisation methds is based on the partitioning of GRAPNEL
applications to get smaller code segments, which mustdbed anadlebugged as
one unit (see SectiorB.2.3.). After partitioning, the simultaneous execution of
debugging sessionse. execution pathsan be performedh parallelutilising the
available distributeccomputationalresourceqsee Sectior8.2.3.3 while the on
thefly or off-line Petrinet simulatiorof the progransteers the execution towards
the erroneous situations (see Sedi®i2.2.2 3.2.2.9. The Petrinet simulation can
be shortened bgutomatic terminatiomn case of the violation of given temporal
logic specification (see Secti@?2.2.3 and he number of required sessions can be
reduced if the analyser is abte recognise the earliediscoveredstates of
execution paths (see SectiB@r2.2.9. Finally, the entire debuggingyde can be
completedi f t he p r o g raahmevesthe rsaisfiedalével,| whichy is
estimated by the help of Rayleighodel (see SectioB.2.3.3. | also presented a
method, which may improve the reliability of the rekdgrogram (in certain
cases) forcing its states remaining inside the previously testedsptate (see
Section3.2.3.9.
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3.2.2 Petri-net simulation for steering the execution

The temporal logic cheek (see Sectio.1) deals with the history and the
current state®f individual processes but the checker has no knowledge on the
future of the running program. Tamprove efficiency and capabilities of the
macrostegbased debugging methodology, aaxoedPetrinet simulation GRSIM
engine can be integrated into the debudgeneworkthat is able to sinlate and
alsoto analyse the possible future states of the executed pr@gréndescribed in
Sections3.2.2.1 3.2.2.2 Based on the simulation and analysis the macrdsepd
execution can be steered towards to the suspicious directions assisting the users to
focus on the erroneous situations.

The pure Petrnet simulation and analysis of estiprogram is usually not
feasible due to the combinatorial explosion of program states, and the simulation is
based on the model of the program that neglects numerous physical constraints and
real programming bug®n the other handhe simulation can tvarse the different
program states much faster than the real execbyiarders of magnitude, and the
advantage of this fast simulatican be takeduring the idle periodef mecrostep
by-macroster in off-line mode

Taking into consideration to abevintroduced issuesn ithe experimental
framework two scenarios are proposed to get use of OCC graph:

1 Off-line simulationand steering

1 Onthefly simulation andteering

3.2.2.1 Off-line simulation and steering

In this case, the OCQ@raph for a coloured Petniet is constructed by the
simulator independently from the actual debug session. sténadardreporting
facilities of the simulator (e.gDesign/CPNsimulator)can be utilized in order to
generate atandard repogtroviding information about:

1 Statistics €.9. size of Occurrence Graph)
1 Boundedness Properties (integer and radtibounds for place instances)
1 Home Properties (home markings)
1 Liveness Properties (dead markings, dead/live transition instances)
1 Fairness Properties (impartial/fair/just transitinstances)

The contents of the report file can be interpreted and translated automatically
to GRAPNEL program behaviour properties, especially keeping a close watch on
suspicious situations.

One of he main goals is to detect démaks which are equivant of dead
markings in the OCC graph. For all dead markingstDeadMarking} the
GRSIM calls theReachablefunction thatdetermines whether there exists an
occurrence sequence from the marking of the first node (the actual or initial
marking) to the maing of the second node. It means the search in OCC graph to
find a directed path between these nodes. When this search is finished, GRSIM
gains information about thgaths leading to debtk situations.
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The syntax of the output of our queries (the paithslefined by Design/CPN.
The GRSIMusesthese paths bgonvertingthem to a standard form (specified by
the input/output interface of macrostep debugger) that allows the user to replay the
executionpath from an input file. During this conversation, GRSraverses the
nodes the OCC path and also converts the proper states into the standard file form
of execution tree. For this purpose, the path is segmented into series of nodes,
which are corresponding to a macrostep, taking into consideratidratigtions,
which representmessag@assingparticularly where an alternative input receives a
message). Relying on the crasgerence file, which is generated during the Petri
net model generation, the segments of OCC path (the reachable colourewtPetri
markings) are translated back and stored as the nodes of execution tree (reachable
states of executed program). While the user replays the execution matnpstep
macrostepthrough the path ending in ddack searching for the cause of dead
lock, it is postle to inspect the actual values of variables, the composition of
stack, the instruction pointer in every process with DIWIDE debugger.

3.2.2.2 On-the-fly steering of debugging

During the execution of each macrostep the simulation engine has to build up
an undisovered part of the OCC graph based on the-Retrmodel of GRAPNEL
program. On the other hand, using OCC graph analysis the simulation engine can
steer the traversing of Execution Tree
wrong terminations, ahother erroneous situations that may occur in the future.
The starting point of the Petnet simulation (the first marking from where the
simulation starts) is always related to the current consistent global state, i.e. the
current node of the Executiofiree that is discovered by the macrostep engine
using a deptifirst searching strategyThen the simulation is running concurrently
with the real program execution until the next macrostep starts. During the
simulation an undiscovered sgbaph of OCC gnah is generated automatically
applying a breadtfirst searching strategy since it cannot be predicted easily,
which are the most possible timing conditions (occurring in the future). The
simulator is able to detect some simple classes of erroneousositutitat require
low-cost analysis, such as deadlocks or wrong process terminations. Meanwhile,
the analyzer is trying to find other erroneous situations (which require deeper
analysis) in the OCC subgraph generated duringptiegiousmacrostep. When
either the simulator tool or the analyzer tool detects an erroneous situation, the
macrostep engine gets a message on the type of error and the ftiistingf
constraints (using the conversation technique describ8?i@.1) thatlead to the
erroneous situation. Thus, the macrostep engine can steer the program execution
towards the erroneous node of Execution Tree, and the user can uncover the
reasons of the error deploying the distributed debugging facilities of DIWIDE
debugger.

3.2.2.3 Termination conditions for steering

The Coloured Petmet model of GRAPNEL applications simulates the
changes of global control variables by global control tokens. Henceatbggod
candidates tdoe refereed irtermination conditions, where the simutat must

8 The breadtHirst seach would require a tremendous cost due to the difficult recovering of previous (global)
program states.
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stopped because of the violation of specificatibmo options are investigated for
this aim:

1 Invocation ofan enhancetemporal logic checker as an external tool

1 Evaluation of TL specification relying on the buiitt facilities of the
simulatia tool

In the first case the PN simulation engine can interactemporal logic
checkersimilarly to the integration of IC and DIWIDE(see Sectio.1). During
the simulationthe advatages of the facilities of TLC engiren be utilisedbut
some requirements must be taken into consideration.

The statespace, where the temporal logic expression is evaluatdddes
the OCC graph nodes, which are related to consistent globas stefieed by the
macrostep execution. Obviduysthe assertions may refer only to the values of
global control tokens, which are defined in d®ouredPetrinet model. By each
assertion a simple parsean checkwhether the temporal logic expression of the
userdefined specification meet the abogescribed requirements or not. If the
expression is passed, the CM dispatches the assertion to the GRSIM fengine
evaluation at each macrostep

Regarding thesecond caseseveral PN simulation tosl(e.g. Design/CPN
[14]) allow the user to define global predicates as termination conditions using
traditional orsometimegemporal logic.

The expressiveness of temporal logic is more powerful (see S8cijdior
debugging and testing purposes but toenputing and memoryethands of the
evaluation of temporal logic expressions are higheat is why,sometemporal
expressiongan be selectedvhich apply only thelwaysoperator Thus, the user
gets traditional logic expressionsvhich can be transfomed to the specified
format of PN simulation engine but it is not a straightforward direction.

Another option is to create custom queriésrived from theu s e L s
specification (see SectioB1.3.). In the rest of this seon, the metdanguage
and builtin functions of Design/CPINL4] are used for illustration purposes.

The base function to take into consideratiorfsé&archNodegseeFigure 32),

which traverses the nosleof the OCC graph. At each noqdie specified
calculation is performed and the results of these calculations are combined, in the
specified way, to form the final resulthe converted fornof the negatetemporal

logic expression must be evaluatedrige as thePred parameter oSearchNodes

The conversion is needed because itlfieoduced TL specificatiorfsee Section
3.1.3.) is higher description level of program expected behawidhan the
approactHollowed byDesign/CPN.

The SearchNodedunction can be invocated with the following parameters:
SearchNodes(EntireGraph, Pred, NoLimit, fun Eval(n) = n, [], fun Comb(new,old)
= new::old ). As the result of this methpdve getall the placeswhere TL
specification fails. Fromhis stage the way of steeringis the same as it was
describedn Section3.2.2.1

9 Another requirement is that the assertions may refer only to global control tokens, which tokens are defined in the
Petrinet model.
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SearchNodes (Area, Pred, Limit, Eval, Start, Comb)
begin
Result := Start: Found =0
for all ne Area do
if Pred(n) then
begin
Result ;= Comb(Eval(n), Result)
Found := Found + 1
if Found = Limit then stop for-loop
end
end

end.

Figure 321 Meta-code of SearchNodegunction

3.2.2.4 Detection of discovered execution paths

In practice, the most crucidisadvantage of execution trees is the lack of
facilities for detection of already discovered and traversed execution paths.

The goal of thisoptimisation method is the detection of those situations,
when a pogram state (or a swraph starting from th@iven state) has been
already discovered and wersed (at least partially) in another execution path. At
the design stage of the original macrostep concept this problem wa&smdpe,
but now it can be managed with the introduced Petrisimulation;during the
generation of OCC graph, the Petat engine detects this kind of siions and
also merges the different paths if the markings (program states) are exactly the
same ones. Using this information by the building of execution tre&xbeution
Graph (derived from the execution tree, see Secfidh? can be introduced, and
the number of states can be reduced radically that must be traversed and inspected
by the macrostep debugger. Assuming the fetrimodel of GRPNEL program
is not available, the Execution Graph can be generated by the extension of already
described prdetching techniqudsee Section3.1.6. In this case, the debugger
obtains the current values @il the relevant pygram variables (enrolled as
CONTROL variables, see Sectidhl1.2.) and stores them in an associative
memory structure at each mdieeakpoint. Later, when an already discovered
program state occurs again, the debugger detbigssituation and merges the
different execution paths relying on this information.

3.2.2.5 Reduced CPN model

In general, the two upper levels of GRAPNEL hybrid language can be transformed
easily to CPN but the transformation of the lowest level, which contasmufte
code, is much more difficult wi t hout
betweerthe C programmindanguage and the mel@anguage of CPN model.

We can get a (reduce@PN model i we left the transformation steps ofr€lated
parts of the RAPNEL program, i.ein case of conditional branchése guards of
transitionsaremissing, the global control token has no type, etc.
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Taking into account the above described rules, and applying flat model instead of
the hierarchical approach, the Buff@oplication can be represented by a simpler
“mo d e | Figur€33).e e
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Figure 3317 Reduced CPN model of Buffer application

It can be seen, we get a traditional Petri net, where the execution can be
continued on either branch of conditional constructs, and the number of iterations
are not defineddence, the given model contaiall the possible states, which are
allowed by thegraphically described program structureyithout taking into
account the actualalues of program variable§The correctness of the generated
code based on the graphical parts is itself provien §o the OCC graphill
contain® r eantl ™ f a ktatdsas well, where real states have corresponding
program states, while the faketsta are the results of the reduced model without
corresponding program state.

=| epn3 1 1

Occurrence Graph
a2

Nodes:
Arcs: 2273
Secs: 9
Status: Full
Sce Graph
Hodes: 316
Arcs: 1013
Secs: 2

Figure 341 Reduced occurrence graph
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By inspecting the OCC graph of Buffer application (Ségure 34), it is
turned out,the number of the possible token distributions less than in case of
original model since the loops and conditional constructs are not represented, and
the number of fake states do not increase significantly the number of nodes in OCC
graph.

Based on theanerated report, 19 dead markings were found, one of them
occurs in case of proper terminatiti19d" node of OCC graph)n the remaining
18 casesthe system gets in deadlock situation sometimes caused by early process
termination. By the helpf the folowing query (seerigure 35) relying on the
SearchNodesnd the length functions the number of token distributions can be
determined from which the proper tenmation are not reachable. Currently, we got
182 such nodes.

|=| epn3 11 jia
New P.2

lengthi wal it = 182 : int
SearchModes(EntireGraph,

fn n == not(Reachahle(n,

1A,

MoLimit,

Wrn ==n,

0.
ap:d
)

Figure 351 Analysis of reduced occurrence graph

The advantages of this simple model and analysis can be taken during the
steering of macrostelpased execution. If the current state during the real execution
of the program belongs to ade of OCC graph, which leads to surely deddloc
situation, the system can wattme user in advance saving up valuable time since
complex sequential code segments can take a long time during the real execution
of the program.

3.2.3 Partitioning, execution and releasing of GRAPNEL
programs

3.2.3.1 Partitioning of GRAPNEL programs for macrostep
execution

GRAPNEL programs can be messagependent anthessageindependent
applications depending on their contfloiw graph and exchanged messages.

3.2.3.1.1Messagendependent applicatins

Definition. A GRAPNEL program is callethessagendependeniff the
usage of global control protocols are permitted. In other words, the actual values of
global control variables can be derived from their initial values, and they do not
depend on theantents of the received sEages.
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For example, a message independent application is the already presented
Buffer applicaton; the contreflow is independent from the value of produced,
buffered, and consumed items.

Definition. A GRAPNEL process in a meageindependent application can
behave indeterminisiticor non-deterministicmanner. The process is deterministic
if its control flow graph does no ntain any CAIALT operation, and nen
deterministic when at least one CAIALT can be found in the process.

For example, éterministic process are the Producer and Consumer
processes, while tHaufferprocess is noweterministic in th&ufferapplication.

A deterministic process semdndreceives always the same messages in
the same order. Thus, we can thé application twalisjunctiveprocess sets: BS
(set of deterministic processes) &84 (set of nordeterministic processes). The
communication channels, between the two sets of processes, are called as interface
channels.

After partitioning, one sucesfully execution of GRAPNEL application is
needed to store the messages passed via the interface channels towards the
processes d?S,q, and also the message requests from the procesB&g,ofater,
the macrostep controller launches only the proces$eBS,s, and feed the
processes with the stored messages.

An erroneous situation may arise if there is no available message in the
message queue of an interface channel contrary of a CAl or CAIALT operation.
On the other hand, if a noxgected message sent from any process towards the
set of PS;, another synchronisation error occurs. By the end of execution the
message queues in hotlirections must be empty, otivese a termination error
occurs.

3.2.3.1.2Messagedependent applications

Definition. A GRAPNEL pogram is calledmessagalependentff the
usage of global control protocols is allowed. In other words, the actual values of
global control variables cannot be derived directly from their initial values, since
they may depend on the contents of #eived messages.

For example, a messagependenlGRAPNEL applicationis the slightly
modified version of the already presentadffer application the number of items
are not given, only the last item is marked by a special sign (e.g. zero) and the
processes ost terminate after the consuming/buffering/processing of this item.

Definition. A GRAPNEL process in a messagependent application can
behave indeterminisiticor norrdeterministicmanner. The process is deterministic
if its control flow graph does neontain any CAIALT operation nor CAI
operation, which can receive message from-aei@rministic process via global
control protocol. A process is naieterministic when at least one CAIALT can be
found in the process or a CAl operation, which can receigeesage from nen
deterministic process via global control protocol.

For examplethe only deterministic processes is tliroducer process,
while the Buffer and Consumerprocesses are nateterministic in the modified
version ofBuffer applicationsince tle Consumerprocess gets messages from a
nondeterministic source; from thgufferprocess.
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Since the definition of nedeterministic processes is given in recursive
way, the selection method is recursive, too.

Similarly to the previous case, a determimigirocess send/receive always
the same nssages in the same order, and the iappbn can be splilp two
disjunctiveprocess setfS; (set of deterministic processes) a8, (set of non
deterministic processes). The communication channels, betwedwdhsets of
processes, are called as interface chanregsin Contrary to the message
independenapplicationsthe interface channels have only one direction, fR&p
to PSy.

After partitioning, one successfeixecution of GRAPNEL application is
nealed to store the messages passed via the interface channels towards the
processes oPS,y (the message requests from the processd3Safare missing
from this partitioning method). Later, the anastep controller launches only the
processes dPS,q, andfeed the processes with the stored messages.

An erroneous situation may arise if there is no available message in the
message queue of an interface channel contrary of a CAl or CAIALT operation. By
the end of execution the s8age queues must be emptyhamvise a termination
error occurs.

3.2.3.1.3Summary

In summary, e described partitioning mechanisms are feasible if the
devdoper wants to save up some computing power and testing time, but the
mechanisms require more disk space to store the messages passsh libbv
partitions. Moreover, at least one successful execution is also needed therefore; the
partitioning mechanisms cannot be applied from theginming of the
testing/debugging stage in general.

3.2.3.2 Execution on distributed platforms

The introduced debugginframework can be executed on a dedicated
workstation/PC cluster as a wélalanced concurrent system, itself. The temporal
logic assertions are evaluatbdtweertwo consecutive macrosteps, and the Petri
net simulation and analysis are execufedng the macrosteps case ofthefly
steering That is why, it is recommended to map the Regti simulator and TLC
engine together on a dedicated workstation separately from the processes of the
user '’ s application. When t hee nesverk’ s proc
(during a macrostep), the Pemet simulation does not require massive
communication. On the other hand, between macrosteps the processes are blocked
on a metebreakpoint (communication is not allowed between thegqsses), and
the Checker mode can obtain the program variables efficiently via the network
without sharing the network with wuser

S

The time requirements of the tests can be decreased by magnitude of orders
taking the advantage the large number of resources includethataaomputing
environmen{45] by starting more test scenarios at the same time.

3.2.3.3 Rayleigh model for estimation of error density

Practically, the complete exhausted testing and the elimination of all
defects of a real size pn@gn is almost impossible. Hencie debugging and
testing phase, which performed over the implementation and testing phases of
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software development lifeycle, must be stopped at artegn point, where the
quality of the software is reliable enough teeede as a beta or a findlease.

To make carect estimations the macrostbpsed debugging methodology
integrates some widely accepted metrics and estimation methods into the
macrostegbasedmethodology.

The integrated defect monitoring subsystem ukesRayleigh mode]18]
to forecast the decovery rate of defects as a function of tich@ingthe proposed
software developmentlifecycle (see Figure 8). Empirical evidence shows the
Rayleigh modelis ale to approximateclosely the actual profile of defect data
collected from software development efforfie generic forn{see below)pf the
Rayleigh model isuned(see d anag parametersusing the actuatollecteddefect
data reportecnd stored in aatabaseThe model then forecasts the defects that
remainis software producand the key dates when specific levels ofatality will
bevery likely achieveep.

The general equation, Cumulative Distribution Function for the model is
CDF: R(t)= d(1-e"?)

where:t = time,d = the scale factor of the distributican = the shape parameter
R(t) = the total effort expended on the project (Bepire36).

Emart
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Figure 3617 Cumulative Distribution Function (exanple)

Simple further extensions of the modetan provide other useful
information for the developersFor example, defect priority classean be
specified as percentages of the total. This allows the model to psediaiare
defects by severity classeseptime. The tuning for the defect classas bemade
relying onthe actual eported defects and adjusted the softwaredevelopment
progresses. The reported software dedattgoriesre:

1. Critical
2. Major
3. Minor

0'where very higtreliability is required this is the point in time when 99.9 % of the theoretical software defects
have been discovered.
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Purchasingor QA departmentan set the(contractugl quality targets in
terms of the software mean time tefett (MTTD). The MTTD is simply average
time between software failureand calculated as the reciprocal of the average
number of defects within a given period

Defects are treked and forecastedhroughout thedevelopmentand
macrostegbased debuggingpy the help of Rayleigh analyseProduct elease
acceptance begins when the release meets the MTTD acceptance criteria. Quality
continues to be improved by tleeg.supplier afte the first delivery.

In practice usuallythree MTTD quality targets are set:

1. RFA: Ready for Acceptance, marks the first delivery to the purchaser to
start aso-calledfactory acceptance test (typically this is a MTTD of 5 days)

2. RFP: Ready for Prodtion, is the point at which the release is
introduced abnesingle location as a pilgroject(MTTD 15 days)

3. RFM: Ready for Maintenance, during the pilot lde crucialdefects are
uncoveredand fixed. This marks the startisbuingthe newmorereliable release.
(MTTD 30 days)

3.2.3.4 Controlled execution of released software

During the testing phasthe successfully traversed patirelogged into a
database. The core mechanism of macrostep execution and the generated database
canremain thepartof the released the software. After thelease of theroduct the
macrostep engine tries to force the program to stay within the already tested state
space based on the execution tree stored in the database.

The drawbacks of the method:

1 The size of released ffware become larger due to the bundled
database and the integrated macrostep engine.

1 The execution speed can be slower sinceadttgnal macrostep
execution causes a kind of extra synchronisation between processes.
Moreover, the macrostep mooller sonetimes does not allow the
program to follow an untested execution path, and the alternative
input operation must wait for a message from another source.

The advantages of the method:

M The controlled execution of released software is able to increase the
reliability of the software product.

1 The bug reports and feedbacks to developers can deliver more
information since the controlled execution always knows the last
global state and the execution path, which resultatisedbug.

To increase the speed adrdrolled execution, application of optimigan
technique can improve the efficiency of macrostep execution. It can be achieved
since the users do not want to get a closer look on the inner working mechanism of

11 For instance i defects are found each working month I days then on average the MTTDtigo day
between each defect.
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the program; they are interestedly in the correct result, which is generated by
the program. Thus, theeleasedversion the macrostep controller deals with only
the alternative input communication actions, and the acceptance order of messages.

In this case, the necessary functions of msteyocontroller can be
minimised. The dtabase of execution tree is also reduced because the database
must contain only the records dfexnative nodes, and the deterministic nodes can
be eliminated. Thus, the first disadvantage (size problem) of the codtrolle
execution can be improved.

The second disadvantage (speed problem) is also improved, since the
introduced extra synchronisation of macrostep execution is dropped, the execution
speed is decreased only by the following two factors.

(1) Before receiving anessage by an alternative input communication
action, a query to the database of reduced execution tree is required
weaher the source is tested or niog, the receiving of actual message
drives the program into untested state or the following stdtebevia
part of the tragrsed and tested execution tree.

(2) If the actual source is not tested, the controlled must ignore the message
acceptance and the alternative input must wait for another message
from another source.

3.2.4 Summary, related and future works

As the main achievemeritpresented thahe CPN simulation engine is able to
steer the macrostelpased traversal of statgpace(the building of the Execution
Tree)towards erroneous situations during the debugging phase, and to detect the
already traversed execution paths

In this thesis | followed the active control approach, similarly to other-state
theart debugging frameworkg1][3][4][5]. There are existing approaches
[6][16][17] to detect erroneous program behaviour based on-ritranalysis,
especially deadbcks, but these techniques developedntyatheoretically with
less practical results, and not integrated into a-legél unified framework.

The presentedttempt is an extension of a parallel programming environment
providing automated and optimiseslpport as much as possible preventing the
user from the unnecessary interactions; such as autostegitngbased on Petri
net simulation and analysifHowever, the presented experimental debuggi
framework is strongly &d to the GRAPNEL graphical language thus; it cannot be
applied directly o6r realsize legacy parallel application contrary to MAD
environment[1]. Other solutions, such as FIDDUE], address the flexibility of
the debugging environment making an open framework for debgggi

As a future work, the partlelaboratedtools and experimental prototypes
described in Section8.2.2.23.2.2.4 and 3.2.3 must be completed, and the
presented optimisdgion methods must be investigated dgeph realsize
applications. For example, the hardware acceleration can fbas#le solution
concerningthe performance issues case of complex applicationg [40] an
FPGAbased acderator is proposed for reachability analysis of Pe#ts. Since
the simple components of Petrets can be easily realized in higansity FPGAs,
the complete problem can lselved applying ann-silico solution that is faster
than the traditional softarebased simulators.
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4 Debugging of metacomputing applications

4.1 Metadebugging: new debugging methods for
metacomputing applications

4.1.1 Preface

Emerging highperformance applications require the ability to exploit
diverse, geographically distributed resourcéeese applications use higpeed
networks to integrate supercomputers, large databases, archival storage devices,
advanced visualization devices, and/or scientific instruments to fetworked
virtual supercomputer®r metacomputersWhile the physicalinfrastructure to
build such systems is becoming widespread, the heterogeneous and dynamic nature
of the metacomputing environment poses new challenges for developers of system
software, parallel tools, and applicatidas].

In this section an adaptive and extensible graphical debuggeresented
for metacomputing applicatiortsoth from theoretical and practical aspedike
introduced metadebuggdras been developed in the context of the Harness
metacomputingramework, adynamic and reconfigurable software infrastructure
for distributed computing. A majaistinguishing feature of the nawetadebugger
is its support for dynamic addition and deletionre$ourcesn the distributed
virtual computingenvironmenat runtime. The metadebugger also includes several
further novel features, includinghanhancedstepinto mechanismi.e. a kind of
automatic context management remote method invocations (RMI) that unifies
the debugging mechanism for local and remote @altke dynamically changing
distributed virtual machindn addition, an online visualization tool, a navigation
tool, a brelpoint manager, and a simple script language interpreter are integrated
into the metadelgger as the basis of its further developmenwardsthe already
introduced macrostepased reply techniqusee Sectior2). The metadebugger is
also capable of invoking thirgarty debuggers that might ingphent additional
useful debugging facilities in heterogeneous cotimg environmentsThis facility
required new methods in order to “expor
states of multthreaded applications between debuggers.

Therefore, in this thesis, | preseanh adaptive debugger framework
(metadebugger) foHARNESS metacomputing applications that is able handle
the dynamic behaviour of metacomputing systems during the debugging phase

4.1.2 Introduction

Metacomputing and grid computing are rapidly gaining in functionality,
performance, robustness, and are comeetly finding acceptance as standard
platforms for HPCJ[45]. However, debuggingof metacomputing applications
executing on loosely coupled heterogeneous distributed systems continues to
remain a cumbersome and tedious procéle. level of complexity in debugging
such environments is considerably more complex than traditional sequential or
even distributed programs for a number of reasons, including:
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1 Heterogewity — whenmultiple architectures and operating systems are
involved, standard debugging amtis are difficult to generalize

1 Distributed nature- multiple threads of control within separate address
space and CPU's must be coordinated.

9 Scalability — since debuggers intercede between applications and the
hardware/OS, mtiple instances incur increasing amounts of
coordination overhead and theyef do not scale well.

1 Dynamic behaviour and rutime reconfiguration- in metacomputing,
both processes and hardware resources are subject to dynamic joining
and leaving, comlicating the debugging process.

1 Seaurity —since debuggers are privy to the inner details of programs, in
distributed settings theyay pose a security hazard.

1 Non-deterministic execution distributed programs can follow different
trajectories due to dérent message and execution orderings.

Although subject to the difficulties listed above, debugging is a crucial
phase in the deployment of metacomputing applications and should be streamlined
and facilitated to the maximum extent possible. The goalH&RNESS
metadebuggedescribed herein was to attempt to address as many of the above
issues as possible, by defining and prototyping an extensibtadebuggefor
distributed computing environments. The primary architectural innovation is the
notion of a me&alevel framework for debugging that is adaptive and extensible.
Within this metalevel framework, several novel features such as support for
dynamically changing viual machines and remote stepo facilities are
implemented. The debugging system soahugmented with a visualization service
that permits the graphical depiction of common distributed system events.

4.1.3 The Harness Framework and JPDA

4.1.3.1 HarnessMetacomputing System

Harnesd442] is a metacomputing system that attésmo overcome the limited
flexibility of traditional distributed computing software frameworks by defining a
simple but powerful architectural model based on the concept of a software
backplane. The Harness modehsists primarily of a kernel that is cogured,
according to user or applitah requirements, by attaching -salled plug-in
modules that provide various servic&ame plugins are provided as part of the
Harness system, while others might be developed by individual users for special
situatians, while yet other plughs might be obtained from thiplarty repositories.

By configuring a Harness ntual machine using a suite of phigs appropriate
to the particular hardware platform being used, the application being executed, and
resource/timeconstraints, users are able to obtain functionality and performance
that is well suited to their specific circumstances. Funtloee, since the Harness
architecture is modular, pleigs may be developed incrementally for emerging
technologies such as fastemetworks or switches, new data compression
algorithms, visualization methods, or resource allocation schérmeand these
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may be incorprated into the Harness system without requiring a majer re
engineering effort.

The fundamental abstraction in the Hamenetacomputing framework is
the Distributed Virtual Machineg(DVM) (see Figure 37, Level 1). Any DVM is
associated with a symbolic name that is unique in the Harness name space but has
no physical entities emected to it. Heterqyeneous Computational Resourceay
enroll into a DVM (sed-igure 37, Level 2) at any time however, at this level the
DVM is not ready yet to accept requests from users. To get ready to interact with
users and applications the hegeneous compational resources enrolled in a
DVM need to loadplug-ins' (seeFigure 37, Level 3). A plugin is a software
component implementing a specifervice By loading plugins a DVM can build
a consistent service basel (seeFigure 37, Level 4). Users may reconfigure the
DVM at any time (seeFigure 37, Level 4) both in terms of computational
resources enrolled by having them join or leave the DVM and in terms ofeservic
available by loading and unloading pluts.

Reconfiguration

Change the set of
computational
rasources enrolled

bl AN :
Applications 0 O <> <> e YN Gepaiis in[he DVM
oYy

{add remove setrvices)
Level 4

Reconfiguration

Baseline receive
4 z i ! z 2 ......... fﬁ !ﬁ \'.‘,‘-..../.....,..g \
Level 3 Services (plug-ins)
- © J \ J \. J
Level 2 Heterogeneous computational resources
Level 1 Abstract Distributed Virtual Machine (DVM)

Figure 371 Abstract Model of a Harness DVM with Message Box (MB) Service

The availability of services to heterogeneous computational resources
derives fran two different properties of the framework: the portability of gl
and the presence of multiple searchable jrugepositories.

The Harness system implements its model mainly by leveraging two different
features of Java technology. These features the capability to layer a
homogeneous architecture such as the Java Virtual Machine (JVM) over a large set
of heterogeneous computational resources, and the capability to customize the
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mechanism used to load and link new objects and libraries. Haragssvblved

into a flexible but robust framework for metacomputing. WHilarness can be
programmed in native mode, using a distributed component model, its
reconfigurability also permits pluigs implementing other programming models to
be deployed, thusnabling legacy applications to be executed within the Harness
framework. To date, programming environment pig for MPI and PVM have
been developef6], and others are being explored.

4.1.3.2 Java Platform Debug Architecture

As theHarness backplane and a number of core services are implemented
in Java, debugging the Harness system and applications that execute within it are
closely intetwined with frameworks that support Java. Sun Microsystems, Inc.
released the Java Elarm Debwg Architecture (JPDA)43], initially with JDK
1.2.2, but JPDA is now widelgvailable as part of Java 1.BPDA provides a
high-level remote debugging interface from the view of debuggers called the Java
Debug Interface (JDI)or the purpose of owutf-process debugging, JPDA opens
the Java Virtual Machine Debug Interface (JVMDI) for the debugged/target JVM.
Between the JDI and the JVMDI, the Java Debug Wire Protocol (JDWP) is
responsible for transporting requests and debugtsve

Since the JPDA architecture is modular and based on a separate
interface/transport, it is an ideal platform on which remote debuggers can be built.
However, although the remote debugging infrastructure is very useful, the JPDA
architecture does noffer any support for distributed debugging or the debugging
and monitoring of metacomputing applications. Moreover, JPDA does not provide
true debugging support for Remote Method Invocations (RMI); rather, it only
supports facilities for generating logfle containing clientP-address and
timestamp information about RMI calls. To use these logs effectively, a debugger
provided identification method to uniquely match RMI calls at the client and server
sides is required. Further, the granularity providedheysystem is insufficient for
accurate visu@ation of program behawwo. Therefore,| was compelled to
develop our own algorithms and techniques to overcome these shortcomings and to
be able to construct a robust and effective distributed debuggirensyst

4.1.4 Metadebugging: Principles and Goals

The HARNESS metadebuggeatescribed in thischapterwas undertaken to
fulfill the need for @buggers in distributed and metacomputing systems that are
based on Java and related hremlogies. Although developing a &udebugger
might prove to be somewhat more efficient in operation, such an effort would
require a tremendous amount of resources, and further, would have to react closely
to changes and updates in Java virtual machines. A megantlscheme is to
developa “met a” debugging syst enperatesiabove a s o f
existing debuggers but provides the scaffolding and additional functionality to
enable the coherent and integrated debugging of distributed applications.
HARNESS debuggeris thereforea metadebugger in that respect. Prior to
describing its internal structure and operational aspédisgefly list the design
goals that guided this project. The three major design objectives that guided our
system and implementation choices were:
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(1) permiting adaptability to the debugged metacomputing
applications,

(2) the ability to integrate the system with program visualization,
programming and testing tools/techniques, and

(3) erabling extensibility in order to take advantage of thpalty
debugger tools ithe heterogneous computational environment.

The first goal implies that the metadebugger itself must be designed as a real
metacomputing application, so that the metadebugger can be closely adapted to the
debugged application and avail of all featureshef metacomputing emonment,
such as support for fadiblerance and handling of dynamic behavicand
hetepgeneity. At the same time, some program visualization techniques with event
filtering facilities are required to be integrated in the metadebutmpl, including
features to support navigation through the computational resources in the
metacomputing framework angmamic support for visualizing the history of the
debugged application. Furthermore, tlebubger should permit users to write their
own scripts within the debugger tool for init@hg a debug session, for finding
different timing errors during the initialization phase or for testing -non
deterministic execution. Finally, extensibility is an important requirement. Since
the metadebuggeoperates over existing debuggers, which, in a heterogeneous
environment can be different from each other, it must be general enough to present
an interface whose individual commands can be mapped to the underlying
debuggers. On the other hand, only suppgrthe common functions can be
restrictive, since special features of individual debuggers that could be very useful
might be excluded. To avoid such a diiton, extensions to the metadebugger must
be able to invoke thirparty debuggers that might ingohent some architecture
dependent debugging facilities on a specified host/pool in the heterogeneous
computational environment. The core of the metadebugger tool can also be based
on existing debugger technologies whose capabilities can be extended by the
metadebugger. In this way the user can always choose the best tool for each phase
of debugging.

4.1.5 Adaptive Debugging Framework

The debugging system described herein is an attempt to embody the principles
discussed above in a practical toolkit and framewankthis section, some of the
crucial design decisions, implementation strategies, and feattgatescribethat
were incorporated into the prototype version of our tool.

4.1.5.1 Architecture

A metadebugger based on the general principles outlined in the ysevio
section needs to address three important aspects:

1 The choice of a sequential debugger for monitoring information from a
processing ement

1 The distributed coordination layer to manage the (possibly) multiple distributed
components of the application Ingj debugged.

1 An appropriate graphical user interface to control and view the debugged
system.
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The sequential debuggerthat is used as the basis for metadebugging is the
most crucial component of any such system. To use such debuggers without
modifications,a soft ware “wrapper” can be wused
with the remainder of the metaalgging framework and by redirecting its
standard input and outpyé9]. In our situation, awell-supported debugger
architectue with a highlevel debugging interface, the JPDA, was also available as
an alternative to the option of placing a software wrapper arourditiebugger.

Using jdb is appealing because it can be used on all platforms, but this strategy
would result in mcreased resource usage because each target JVM requires its own
instance ofdb for debugging, and the maintenance of the proposed wrapper can be
quite difficult due to the existence of multiple and changdigversions. On the

other hand, the JPDA frawerk is currently not available for the SGI/Irix
platform but (unlikejdb) it can spport multiple attachmeatto different JVMs,
thereby requiring less resourd@ased on these consideratiohghose the JPDA
framework as the basis f6BfPARNESS metadebugg noting that JPDA will likely

soon be available for all platforms in the near future.

Visualization +

il

Kernel L

Extemal
Sequential
Debugger

HDT: Harness Debugger Tool
HDPI: Harness Debugger Plugin
HMPI: Harness Monitor Plugin

‘ @ : Trace Info

Figure 381 HARNESS metadebugger echitecture

Two options were considered with regards to tbeordination and

monitoring layer: a Harnessndependent layer and a piug based approach.

With the first option, we would get a more widely usable system but a replicated
controlling/communication mechanism would be necessary. With the second
option,HARNESS metadebuggdepends on the Harness gystand the debugger
plug-ins could possibly interfere with the debugged application since they would
share some Harness resources. On the other hand, the metadebugger would be able
to leverage the advantages of numerous-bpitt Harness services. For the
prototype mplementation ofHARNESS metadebuggel decided to adopt the
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second approach. Since the metadgleu is intended for use in debugging
applicationlevel components and not Harness system-plagthe possibility of
interference is reduced if heliminated. From a pragmatic point of view, the
choice of a Harnedsased implementation provides a real metacomputing software
system in which the principles and concepts underlying the metadebugger can be
tested. In particular, the notion of using dmmited components to implement
metadebggers would be thoroughly tested. Finally, the Harness system itself
would become moresable owing to the existence of a debugging framework.

4.1.5.2 Start-up

The newly introduced components of theHARNESS metadebugger
archtecture (seéigure38) and their main functions are as follows.

1 Harness Debugger Plulp (HDPI) is responsible for some special
metadebuggingelated functions, such as controlling JAVA threads during the
invocation of thirdpaty debuggers, gathering status information during-start
up or clocksynchronization.

1 The distributed monitoring and tracing functions are placed inHémess
Monitor Plugin (HMPI). The monitored events can be eitheaditional
debugger events (e.g.dakpoint hit) or special events for visualization (e.qg.
RMI method entry event).

1 Harness Debugger Tool HDT) di spatches t he user’
appropriate mamor/debugger plugns and also collects information for the
GUI

To debug applications wWitHARNESS metadebuggethe user launches the
Harness kernels (sdégure 38) with a special debug flag to enable the JVMDI
interfaces and turn the JIT compiler off. Rgyure 38 shows, on each host in the
distributed virtual machine two different types of plug can be found for
debugging purposes: one instance of HPRI “ t hr e a-hdile.lloaded ip | u g
the same JVM as the kernel), and one instance of HMPI “-hbneada-bl e” pl
in (i.e. loaded in aeparate JVM). Both of these ptuts are loaded by HDT (using
the same authorization keystags user plugns) during thenitialization phase, but
they are assigned different tasks as described later. In the first step of atibia)iz
the HDPI plugin gathers information about the enabled JVMDI interfaces and
passes the information to the HDT. Thus, in the second step the HDT is able to
load the HMPI plugn and to attach the loaded HMPIs to the kernel JVMs (using
the facilities provided by JDWP).

4.1.5.3 Handling of Dynamic Behaviair

Unlike some existing distributed debuggers, HAERNESS metadebugger
in the context of Harness, must adapt to the dynamic balragiodebugged
applications. In other words, when a new pings loaded by the user's applicatio
anywhere in the metacomputéfARNESS metadebuggenust load and activate
the HDPI and HMPI plugns on the target host for degging/monitoring purposes
(using the same authorization keys as the loadedipjugo handle the dynamic
behaviaur, re-configurability, and plugn substitution facilities inherent in Harness
distributed virtual machines (DVMs), special breakpoints are used. During the
initialization of HMPI, the monitor plugn placessa&c al | ed “system br e
in the Harness kernel to @et changes in the DVM in advance. System
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breakpoints are placed within different methods of the Harness kernel that relate to
plug-in loading/unloading and host addition/removal.

In this way, we can avoid the need to build a new and unnecessary
communicéion structure between the Harness kernels and HDT. When a system
breakpoint is hit, the HMPI plutn evaluates the appropriate fields of the kernel
objects depending on the type of system breakpoint and also refreshes both the
inner database of HMPI antheé GUI. When loading a nethreadable plugn,

HMPI has to suspend the progress of gludpading between the JVM spawning
and the real plugn loading. During this period the HMPI is able to place system
breakpoints and to request notification of metleottry and exit events (described
later) in the new JVM.

4.1.5.4 iAStepintoo for Remote Method Invocations

Several Harness plugs are implemented as pure JAVA, object oriented
and RMlcommunicatiorbased classes, and thus exploit the #asyse RMI
concept whe retaining the advantages of modular and component oriented
development. Harness also provides strong support forlfalgkéd plugns with a
specialized name service. To providei@ént debugging support for RMlased
plug-ins, HARNESS metadebuggeiffers some unique debugging capabilities for
RMI communication. One of these iset newly introducedstepinto facility for
RMI during stepby-step execution. Essentially, this feature permits the debugger
to intervene at two point% once when the RMI clidninvokes a method of the
RMI server object, and again when the remote method returns to the calling client.
The metadebugger GUI automatically switches contexts at these two points. Upon
RMI invocation, when the Gl switches to the new contefdtiost, JVM, Plug-in,
Thread), the user is able to debug the remote method by evaluating its fields, by
executing it stefoy-step, and examining variable values. An example of this can
be seen in Figure 39 when a wuser plugn (identified by
/ tuborg/myDVM.helloHarness.Hmasterimpl.3) has invoked theping remote method of
another plugn (namedi/cssun/myDVM.helloHarness.Hslavelmpl.2).

This newly contributed stejmto feature for RMI invocations allows the
user to debug an RMI call in the samenmer as a traditional ethod invocation.
Handling the stejinto for RMI call works as followsHARNESS metadebugger
listens for method entry events of RMI stubs belonging to Harnessrgug any
method entry event occurs during a useqguested stemto, HARNESS
metadebuggewbtains the following information:

0) IP address of the server host,
(i) the RMI ID for the remote object on the current host,
(i)  the unique ID for RMI call.

This information is obtained by analyzing certain private fields belonging
to the sun.rmi.transport.LiveRef and thgava.rmi.server Objects.  The clieaside monitor
sends this information to the HDT and suspends the current thread until the server
side has eceived the actual remote object ID and unique ID of RMI call from
HDT. Then the cliertside monitor issues an extra step out request ensuring that the
execution will stop on the appropriate line in the user's source code when the RMI
call has completed. Meanwhile, when the sesrde monitor detects the current
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(serverside) RM method entry event with the already provided IDs, the monitor
suspends the current thread and sends the location information to the GUI in the
same way as would happen on a breakpoint or a step event. Based on the obtained
location information, the GUIwgtches to the new context (Host, JVM, Plugin,
Thread) and at this stage, the user is able to debug the remote method by evaluating
its fields, executing it stepy-step, inspecting values and so on.

One aspect remains: return to the client side. OrGidg the user may
select either theesume threadr thestep outfunctions In the first case, the RMI
method on the server side finishes its work andptte¥iously issued clierdide
stepout request will stop the client just after the current RMI dallthe second
case, execution will be stopped in the seside skeleton instead of returning to
the client side. When the serv&de monitor detesta method exit event during a
stepout request within an RMI call, the monitoesumes the current threa
automatically and everything continues as in the first case. The only drawback of
this algorithm is the usage ofsen.* class and some private fields of RMI related
classes that might be changed in the future by SUN. As a result, small portions of
the HARNESS metadebuggenay require maintenance when a new JAVA SDK
version is eleased.

It should be noted that while any thread blocked on synchronized remote
method can be found with the help of the integrated navigation toolF{gaee
39), the currenversionof HARNESS metadebugges not able to detect deadlocks
caused by synchronization errors.

4.1.5.5 Navigation and Visualization

One of the most difficult tasks during debugging a Harness application (or
an @plication in any other dtributed or metacomputing system) involves
navigation across multiple levels of abstraction and the large numbers of entities at
each level. The typically large size and complexity of such applications also adds
an additional ével of difficulty to the dbuggng process. From the point of view
of debugging at least five different layers can be distinguished in Harness,
including:

Distributed Virtual Machine (DVM),
each Host in th®VM,

Java Virual Machine (JVM) on eachdst,
Harness Plugn within a JVM and

w0 DR

5. Threadsn Harness Plugns.

Obviously, a DVM may contain several hosts or gilugy Without efficient
debugging support and a graphical user interface equipped with filtering facilities,
it can be a very exhausting task to switch between thealitfenstances of threads
and plugins. In our system a tree structure is used to conveniently represent the
different ebments of different abstraction layers of the DVM REgure 39
(Navigation Tool) depicts. To avoid the usea@d many levels in the tree, the JVM
level was merged into the phkig level in the graphical representation. This is
possi bl e b e ctahurseea deaaltl¥elbddegdma geparate JVM
has its own JVM (having only one leaf from a branch of teeelie redundant) and
it is sufficient to represent such phugs by another icon. Adtonally, it is often
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not sufficient to only know the current state of a debugged application. Frequently
the programmer would like to get an overviemhat has happenedudng the
program execution. Reading of thousands messages in different log files generated
in printf-style debugging can be very tedious and unproductive. The solution is an
integrated visualization tool (seéigure 39), a conceptthat has already been
implemented in several systems, but there has not yet been an implementation for
JAVA/RMI-based metacomfing environments.

Integrated Debugger & Visualization Tool for HARMESS ¥0.8 / DVM ——> muDWM
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Figure 391 Tools of HARNESS metadebugger

Visualization facilities iIHARNESS metdebuggemare based on the monitoring of
method entry/exit events provided by JPDA but enabling these features
necessitated the solution of several issues. For example, debug events issued by
JPDA do not contain timestamps. Therefore, HRERNESS metadebugg must

be responsible for generating timestamps for events. For this purpose, the
monitoring tool has to be as close to the debugged JVM as possible to avoid
measurement errors that may be caused by unpredictable network traffic. For this
reason, there arlocal/remote monitors (see HMPI iigure38 on each host in the
HARNESS metadebuggerchitecture). Fuaher, JPDA does not offer debugging
support for RMI as mentioned earlier. Therefore, we had to implement our own
identification procedure to determine the appropriate ciemver method pairs of

RMI calls. The following events are monitored separately for each JVM during
execution:

0] Plugin load/unload,
(i) RMI client-side call/return, and
(i)  RMI serverside method entry/exit.
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A trace event indicating clierside RMI call must catain the IP address of
the server host, the hash code of the remote object, and a unique id for the remote
call, in order to be able to determine appropriate ckenter pairmatchingas
described in Seon 3.3. The monitoring tool also traces the generated timestamp
and the handler of current phug (as shown below the plug bars in the
Visualization tool, se€igure39).

Matching executing threads to their corresponding@ohs is not a simple
task. During an RMI call, the main thread can be identified easily by its
corresponding remote object, but the generated threads do not contain information
about the related remotéject/plugin. One possible solution is to monitdwéad
creations and to record the handlers of related-pisigbut this scheme can result
in high overheads for the monitoring sulieyn. In the current prototype
implementation of HARNESS metadebuggemwe overcame this issue by
introducing a new thread pg called a H_Thread. The usage of H_Thread is the
same as tratlonal Java threads. Only the creation syntax is different; as an extra
parameter the user has to provide the hashcode of the current (parent) object. This
solution is also useful for threaamdling when a breakpoint is hit: wesre able to
change the defauiuspend all threadgolicy with the more acceptabseispend all
H_Threadspolicy. Thus, threads belonging to the Harness kernel (within the same
JVM as threadable Harness pling) can balistinguished easily from user threads
and can be suspended separately, and the kernel is able to continuelesystem
tasks, such as answering heartbeat signals sent by the Harness server.

Our time synchronization for vislization is based on a simpgbéng-pong
algorithm assuming the equality of average network latencies in both directions
between two hosts. Based on these architectural solutions and algorithms, the
central part of the delpger (HDT inFigure38) can collect tree files generated by
HMPIs at each step event/breakpoint hit, or when the dpaeediagram is
explicitly refreshed by -rehétiume™T . viThu sl
behavior; updates occur periodically but there is minimal perturbation to the
debugged application. Using the above scheme, the vist@in tool draws the
spacetime diagram (se€igure39) where each plug belongs to a red horizontal
bar. RMI calls are represented by blue arrows, and green arrows shostuths.

If more than one RMI call is active in a Harness glugt the same time, the
visuaization tool uses increasingly dark shades of coloring. There are options to
show the method names and threads, to resize/scroll the current diagram or to filter
events/plugins. The fitering facilities are very useful when a large number of
resources are enrolled in the DVM.

4.1.5.6 Invocation of third -party debuggers

It is a wellaccepted fact that most application developers prefer to use
their favaite and/or widegread tools whenever possible. However, frequently,
architecture depelent debugging tools may be installed in heterogeneous
computational environments. To take advantage of such situations, our debugger is
designed to be able to invoke an existing extaideugger tool and attaching to a
target JVM. Obviously, in this instance the user will not be able to take full
advantage oHARNESS metadebuggésatures (e.gstepinto for RMI), but there
is an option to rattach theHARNESS metadebuggdo any JVM f the user
wishes to do so at another stage in the debugging process. A software engineering
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advantage of being able to switch between debuggers is that than lsa@tjuential
debugger does not need to provide the all functionalities of architesgaoiic,

special and sophisticated sequential debuggers. The latter may be used when
sequential portions of pldigs need to be debugged very carefully and deeply,
while the JPDA framework may be used in conjunction WHARNESS
metadebuggefor debugging aspes related to the metacomputing portion of the
application.

Another issue concerns a strict limitation in JPDA: only one connection is
allowed to a target JVM at a time (degure38). Moreover, JPDA releases the all
suspendedhteads when a debugger is detached from the target JVM. In our
solutionthis threaedcontrolling problemis handled bythe help of HDPI plugns
that are also responsible for suspending the approprra@dhduring switching to
and back. When an externalebugger is needed for the further inspection of the
sequential parts of Harness plmg, | propose the following solution. Before
switching to an external debugger, HDPI looks up the all threads suspended by the
user and suspends them again in the tiaddl way (i.e. theThread.suspend
method) and not via JPDA. Following the switch, HDPI lists theseiaify
handled threads on the display, and the user is responsible for suspending them
with the help of the external sequential debugger. Finally, the hess to resume
(using theThread.resumenethod) this set of threads by the HDPI. Through this
mechanism, the ainally suspended threads are exportander the newly
launched sequential debugger. Switching back requires another sequence. First, the
usersuspends the requested threads through HDPI (in the traditional way). As the
next step the external debugger can éaahed from the target JVM. At the end of
switching back, the user can -agach the HARNESS metadebuggethat
automatically suspends treirrent set of threads using JPDA and also releases
them in the traditional way through HDPI.

4.1.5.7 Programming of debugger

It can be a very tedious and exhausting process for users to load the same
plug-ins, set the same breakpoints, and follow the sam&eowhen for each new
debug session in a typical development cycle. To overcome this drawback, as the
very first step of delgging an entire Harness applicatiotHARNESS
metadebuggeallows the user to load, save and edit scripts for initializing a debug
session. Scripts may contain debug commands, such as GRAB_HOST,
LOAD_PLUGIN, EVAL and so on. In addition, control structures such as
DELAY, WHILE <expr>, IF <expr> and RUN_TO_NEXT_RMI have been
introduced for conwdence and control purposes. The DELAY aoand
combined with different orderingeguences of LOAD_PLUGIN commands can be
used for testing the startup of Harnegsl&ations. Using IF, WHILE, and
RUN_TO_NEXT_RMI commands, users can force their applications to run with
varying timing conditions. Tis feature is expected to be veryuadle but the next
thesis deals with these problems in details (see Set@pn
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4.1.5.8 Breakpoint sets

In addition to supporting traditional breakpoints, tHeARNESS
metadebuggeextends breakpot description with two extra parameters, namely
the target host and target plugidentifier. This feature is useful in debugging only
selected instances of phigs on €lected hosts. Both of these can be undefined
(denoted by “*7”fucdkfined the wealkpdinywillfbé setlod gach |
enrolled host and in each instance of the specified-iplughe Breakpoint
Manager (seeFigure 39) is used for editing breakpoint sets: adding a new
breakpoint or deleting an exisginbreakpoint, and loading/saving the entire
brekpoint set. The breakpoint manager can also provide status information about
breakpoints, such as: deferred, resolved or invalid.

4.1.6 Related Work

The HARNESS metadebuggelescribed in this thesis oriented spafically
at metacomputing environments. Gaxperimentaimplementation oHARNESS
metadebuggercontributes several novel fatcies but also leverages certain
characteristics of the Java language and system; therefore, in this section, we
compare and dimguish our work in the context of Java debuggers. Several
debugging systems exist for Jdvased environments; we briefly list a
representative cross section and highlight the main features of Jedichermits
remote debugging (based on JPDA) adavadt extendsJdb with a simple
graphical user interface. While these tools permit-local programs to be
debugged, they do not provide coordinated facilities for distributed debugging,
visualizing program execution, and convenient debugging of remote method
invocations. DejaVu for Jalapeno JVM[36] is a debugging tool that can
determinstically replay the nordeterministic execution of multithreaded Java
applications. This tool also provides a GUI for visualizing program execwitbn
nearly all the functionality of traditional sequential debuggers, but it cannot be
used for distributed/metacomputing apptions and runs only on IBMIX.
DJVM [37] is a replay tool for distributed sockedsed Java apphtions that
could be a good basis for a distributed debugger or metadebugger. However, to the
best of our knowledge, there is no available debugger tool using DJVM. An
upcoming version of the TotalViey88] debugger will be exinded by graphical
facilities that include a Message Queue Graph (a snapshot of pending MPI
messages) and a call tree diagram within a process. The independent TimeScan
Multiprocess Event Analyzer can be used for performance analysis by visualizing
events.However, while TotalView and associated frameworks are very popular in
parallel computing environments, these tools from Etnus support neither the JAVA
language/RMI concept nor the invocation of external tadmilarly, P2D2[39]
from NASA is a portable debugger with a simple visualization tool and is
appropriate for debugging Globus/MPICH application but P2D2 has no
JAVA/RMI support and it does not support invoking an external sequential
debugger.

2Accordng t o Totalview usero6s documentation (2001) . Me a n w
this direction.
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4.1.7 Summary

Motivated by thedearth of effective debugging systems for metacomputing,
presentedan adaptive debugger framework (metadebugger) for HARNESS
metacomputing applications that is able handle the dynamic behaviour of
metacomputing systems during the debugging phase

The arrent prototype oHARNESS metadebuggéas been tested on a Linux
cluster with 60 Pentium Il processors and it is currently undergoing testing on a
SUN HPC 10000 equipped with 96 processors. Our experiences have been positive
and have shown that the radebugger approach is viable for the debugging and
visualization of Javdased systems and applications. Although the prototype was
developed for Harness, the solutions introduced indhégptercan be generalized
to other metacomputing systems, by repigche Harness plum mechanisms and
name service schemes with framewddpendent mechanisms.The
metadebugging approach presented herein providesbifigx and extensibility,
while requiring only minimal adaptation and support from thadeulying
distributed or metacomputing framework.

It should be noted that while the JPDA architecture simplified certain aspects
of HARNESS metadebuggésuch as remote debugging and heterogeneity), more
than 80% of the metadebugger design and implementation address@B8DA
related theoretical, architectural, antkechnological ssues such as dynamic
distributed virtual machines,®3party debuggers, stépto for RMI, distributed
monitoring, online visualization, special thread handling or testing.

4.2 Enhanced macrostep-based debugging towards
metacomputing applications

4.2.1 Preface

This thesisfocuses on the nedeterministic behaviour and architecture
dependacies of metacomputing applications fraebugging point of viewFor
this purpose, | present that thacrostepbased debugging methodolody$8] can
be generalised towards HARNESS metacomputing applicatif@iis.

The introducedmethodology is based on modified collective breakpoints
and macrosteps furthermoreé introducel hosttranslation tables generated
automatically for exhaustive testing. Tlexperimentalprototype is developed
under the Harness naebmputing framework for messafex communication
based applications.

The main principal issues as well ashe generic architecture ofthe
macrostegbased metdebugger are alsoescribed as the further development of
HARNESS metadebugg§s4].

4.2.2 Introduction

Debugging of metacomputing applications can be much more exhausting
task catrary to debugging of sequential or even parallel programs. This problem
comes from the following features of metacompuf#ty:
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) heterogeneity,
(i) dynamic behaviour of compattonal environment,
(i)  large amant of computationalasources

(iv)  authoristion/authentication on different administration domains,
and

(V) nondeterministic execution of metacomputing applications.

In the previoughesis (see Sectiof.1) | have already given solutions for
()-(iv) in the Harness framewotthut thesystematic handling of nesteterminism
was out of scope of that work. Inighthesis, lfocused on the issues of the non
deterministic behaviouof metacomputing applications caused by the varying
relative execution speeds ofasks as well as the architecture dependent failures.
For instance, it seems a given metacomputing application always generates correct
results on a particular architere or a combination of architectures (where the
programmers originally developed theipplication) but often fails on other
architectures. Mostly, the reason for this behaviour is the varying relative speeds of
tasks together with the hazardous and untested racetioosd Besides, these
different timing conditions might be occurred moredquently in metacomputing
environment than in case of dedicated clusters or traditional supertmpu
because of the different implementation of the underlying operating
systems/communications layers and the unpredictable network traffic, CPU loads
or other d/snamical changes. By metacomputing applications the above described
phenomenon can be very crucial because we cannot ensure that our metacomputing
application always runs on the same nodes with almost the same timing conditions.

The only way to provet h e me t eecmaarbd wetdi'ngf eat ur e
application is the usage dfystematictesting methods in order to find the
timing/architecture dependentliaies in the implmented code. For this purpose |
applied and also extended the macrostep systematiggielgumethodology that
has been introduced originally for message passing parallel programs developed by
P-GRADE graphical programming environmdb0]. The experimentaprototype
is under development in the Harness metacomgutameworl{42] andthe work
is relying on theachievements of the earlier démpedHARNESS metadebugger
[54].

The Haness framework, the Java Platform Debugger Architecture (JPDA)
and theHARNESSmetadebuggeas the basis of owprototype have beenrahdy
described in details in Sectidnl.3

4.2.3 Metadebugger for HARNESS

In order to solve the emerging debugging issues in the field of
metacomputing we already defined thexdamental principles of an extendible,
programmable and integrated debugging & visualization[®l The next target
was to design and implement a prototyp&RNESS metadebuggepplying the
defined principles and relying othe Harness framework as well as the above
described Java Platform Debugger Architecture.

In order to illustrate briefly the novelty of this work, the main features of
the currentHARNESS metadebuggerototype can be summarized as follows;
HARNESS metadauggerwas designed asraal meacomputing applicatioritself
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hence, the debugger tool can adapt totally to the debuggédation and also can
take all advantages of the metacomputing environment, such agofatdince,
dynamic behaviour, support fdreterogeneous computational environment and
authorization. Whenaplign i s | oaded by the wuser
metcomputer HARNESS metadebuggean load and activate some system plug
ins on the target host foredugging/monitoring purpose (using the same
authorization keys as the loaded play Moreover, for providing efficient
debugging support for Ribased plugns, HARNESS metadebuggeffers some
unigue debugging capabilities for RMI communication. Firstly, during-lsjegtep
exeawtion HARNESS metadebugges able to hide the differences between the
traditional and remote method invocation
means two automatic context switches during an RMI call (client to server/server
to client side). Onhe other handHARNESS metadebuggesombines some
program visualization techniques with debugging methods. Hence, the user can get
a big picture about the history of phigs with the help of an integrated semi
online visualization tool depicted the comnuation interacts among Harness
plug-ins.

Another significant feature of the system is thdendibility HARNESS
metadebuggercan invoke external sequential debuggers that might implement
some other architecture dependeabutyging facilities on a speao#fil host/pool in
the heterogeneous environment. In this wig user can choose the best tool in
every phases of debugging procedure. Additional tightly integrated graphical tools
are responsible for the navigation through the distributed/Java virtualmaaend
threads (equipped by filtering options for handling of scalability), management of
breakpoint sets and establishment of new debug sessions.

s a|

Finally, HARNESS metadebuggés programmablewith a simple macro
language particularly for testing purpesé&hus, the programmer can test the start
up of his applicationand can force the metacomputing application to run with vary
timing conditions.

4.2.4 Macrostep-based debugging in HARNESS

As it was described aboves/ARNESS metadebuggewas designed
originally for Harness applations built on RMibased plugns. During an RM
based interaction the invoked remote methods are executed in separated threads on
the server side but the macrostep debugging methodpl8fjgannot be applieih
case of multithreaded applications (which might use shared objects). Thus, we had
to take into consideration two options:

) attempt to extend the macrostep debugging methodology with
multithreaded/shared objects support or

(i) provide systematic debuggingupport for other types of
Harness plugns, e.g. which are based on message passing
paradigm.

As the first stage of this workhe macrostep debugging methodologmas
been appliedbn Harnesspplications, whicltan communicate with each other via
messagdox. Based on thesxperiences and achievementsill try to solve the
systematic debugging issues of multithreadedfiBed metacomputing
applications a the next stage of this work
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In Harness the message box plagorovides a generic send/receiaafder/gather
message passing service for Harness-plagia a simple interface:

- public voidsendString senderID, String destination, Object message)
- public voidsendToAn{string senderID, Object message)

- public H_EnvelopeeceivégString mylD, String sederID)

- public H_EnvelopeeceiveFromAn{string myID)

- public H_EnvelopeeceiveAsynString myID, String senderID)

- public H_EnvelopeeceiveFromAnyAsyiiString mylD)

In details, thesend and sendToAnyoperations are always executed
asynchronously but eadlipe ofreceiveoperation can be either asynchronous or
synchronous. As a firgtep | reduced these communication possibilities in order
to get a similar message passing interface as-@RRDE system where the
macrostep debugging methodology has b&e&eessfully implemented. Thuthe
asynchronous send operatidasnedto synchronous send and also removed both
asynchronous receive operations in the new message boxinplug

The proposed debugging cycle of metacomputing applicationd{gaee
40) is similar to the debuggg cycle of GRAPNEL program$ut here the
HARNESS metadebugger is situated in the middle as the base of debugging
infrastructure instead of DIWIDE parallel debugger. On one hand, the macrostep
engine helps hatle the nordeterministic behaviour of application, on the other
hand, & partydebuggers can be also invoksee Sectiod.1.5.§ if necessary.

JAVA editor

HARNESS
metacomputing application

Figure 401 Debugging cycle for metacomputing applicabns
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The main ideas of the further developed macrostep debugging methodology
can be summarized by the following concepts:

) enhanced collective breakpoints,

(i) modified macrosteps,

(i)  extended macrostdpy-macrostep execution mode,
(iv)  execution tree,

(v) metabrealpoints,

(vi)  hosttranslation table.

In the est of this sectionthese conceptare describeds well as some
implementation issues.

In [48], a restriction was introduced on the global breakpoint sets and
introduced a special va@pbn of them calledollective breakpoints When all the
breakpoints of the global breakpoint set are placed on communication instructions,
the global breakpoint set is called collective breakpoint. If there is at least one
breakpoint for each alternativexecution path of every press, the collective
breakpoint is called strongly complete. In practice, we were abltepi@inent the
strongly complete collective breakpoints by placing breakpoints on each method
entries of message box interface. It meany antoupleof permanent breakpoints
for each message bdkus;we might achieve good performance that can be crucial
in case of communication intensive  metacomputing  programs.

Two problemshave riserduring the design phase:
0) RMI communication betweenyod-ins and the message box,
(i) dynamically created message boxes.

In details; the message box service was implemented as ainplug
according to the Harness concept, and the sender/receiveiinplutave to
communicate with the message box pingvia RML As it is described in[54]
JPDA does not providdebugging support for RMI but the system hadind out
which plugin wants to send or receive a message fftlgeD and senderIDstring
arguments can be defined without any festins by plugins). Hereby, Ihad to
deal with issues of RMI debugging and to apply some RNéited functions of
HARNESS metadebuggén spite of our original plans. On the other hand, any
Harness plugn can create dynamicallmew message boxetherefoe; our
debugger tool must be also responsible for detecting when a new message box
plug-in is loaded.

The set of executed code regions between two consecutive collective
breakpoints is called anacrostep Precise definition of macrostep is given in
Section 2.2 If sequatial program parts between communication instructions are
already tested, a systematiebdgging of a metacomputing program requires to
debug the metacomputing program by pure macrosteps, i.e. instrumenting all
communication instructions by global bkpaints. A breakpoint of the collective
breakpoint is called active if it was hit in a macrostep and its associated instruction
can becompleted. A breakpoint is called sleeping if it was hit in a macrostep but
its associated instructiocannot becompleted (for exampleeceive instruction
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waiting for a message). Those breakpoints that were either active gingleea
macrostep are togeth called effective breakpoints as it was describe8dation
2.2.2

After the definitions given above we can define thmacrostepby-
macrostep excution mode of metacomputing programs. In each step either the
user or the debugger runs the program until the collective breakpoint is hit. Under
theseconditions the metacompang program will be executed by macrostap
macrostep. The boundaries of thecnoateps are defined by a series of effective
global breakpoint sets. In such castee user is interested only in checking the
program state at theell-defined boundary conditions.

There is a clear analogy between the $tgstep execution mode of
sequential programs realised by local breakpoints and the maebysteacrostep
execution mode of metacomputing programs. The macrbst@paciostep
exeation mode enablesheckng the progress of the metacomputing program at
the points that are relevant from the point of view of paralsd distributed
execution, i.e. at the message passing points. What we should ensure is that the
macrostegby-macrostepexecution mode should work deterministically jasthe
stepby-step execution mode works in case of sequential programs. In order to
ensure it, according to the original macrostep concept the debugger should store
the history of colletive breakpointsthe acceptance order of messages at receive
instructions and the result of input operations. Additionally, in a metacomputing
environment we should also store the events about the reconfiguration; when a new
plug-in is loaded, unloaded or failed yawhere n heterogeneous computational
environment, new host is grabbed/released or a new message box is started by the
uer’ s applicat idebngger tbdl enuse becable to adbpt & the
dynamic behaviour of debugged application as well as its fautatade. As it was
mentioned in Sectiod.1.3.1 the enrolled computational resources as well as the
DVM itself can be reconfigured. To handle the dynamic, reconfigurable and fault
tolerant behaiour of DVM, the basic conceptwas the following. During the
initialisation the Harness Mator/Control Plugin (HMCPI) places some stalled
‘“system breakpoi nt s’ Figure4ltinhoeder ltbadetectetlses Kk er r
changes/reconfiguration of DVM in advanc€hen, HMCPI can report these
events to Harness Systematic Debugger Tool (HSDT) that is responsible for
storing these reconfiguration events in a trace file [Bgare 41). Basically, the
fault tolerance oOHARNESS metadebuggdras been inherited from the Harness
Framework itself.

At replay, the progress of tasks are controlled by the stored collective
breakpoints and reconfiguration events and the program is automatically executed
again macrostepy-macrostep as in the executiphase. The debugger is also
responsible for loding/unloading/killing the plugns, grabbing/releasing hosts and
starting new message boxes during each macrostep (if it is needed). Obviously,
during the replay phase it is not guaeed that a host can lgeabbed again for the
distributed virtual machine or a given host is able to load the requiredirplug
(resource limitations, etc.). Thle®lution is anew hosttranslation tablemaintained
by the debugger, in that each host enrolled in the original D\Mbeaassociated
to a substitute host (independently for each ftygvhere the ppropriate plugn
actually run during the replay phase. The relative speed of the substitute host is
unessential because the macrodigpnacrostep execution can handle this
phenomenonOnly the architecture of the substitute host can be important if the
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current plugin uses some architecture dependent features (e.g. via Java Native
Interface). In this casd¢he system mustheck whether both architecturesthé
reference anthe substitute hosts are the same ones.

In Harness the introduced hdsanslation table is used by the systematic
debugger tool as well as the RMI communication core during the replay/control
phases.

The execution path is a graph whose nodes represambsteps and the
directed arcs connect the consecutive macrosteps. €kkeution tree is a
generalization of the egution path;it contains all the possible execution paths of
a metacomputing programssaiming that the noedeterminism of the current
progranm is inherited from (wildcard) nssage passing communications. Nodes of
the execution tree can be of four types: (i) Root node, (ii) Alternative nodes, (iii)
Deterministic nodes.

The Root node represents the starting conditions of the metacomputing
program Alternative nodes indicate either a wildcard receive instructions which
can choose a meage nordeterministically from severasources or-as an
extension of the original neeostep conceptwildcard send instructions which can
send a message ndetermnistically to anytarget Only alternative nodes can
create new execution paths in the execution tree, deterministic nodes cannot create
any new execution path.

Breakpoints can be placed at the nodes of the execution tree. Such
breakpoints are calledneta-breakpoints. The role of metdreakpoints is
analogous with the role of the breakpoints of sequential programs. A breakpoint in
a sequential program means to run the program until the breakpoint is hit.
Similarly, a metabreakpoint at a node of the exeoutitree means to place the
collective breakpoint belonging to that node and run the melacing
application until the collective breakpoint is hit. Replay guarantees that the
collective breakpoint will be hit and the metacomputing program will be stopped
the requested node.

The task of systematic debugging or testing is to travexbaustivelythe
execution tree with all the possible execution paths in it. Therefore, the execution
tree represents a search space that should be exptorgidetelyby the debugging
method. Accordingly, systematic testing and debugging of a metacomputing
program require (i) generation of its execution tree (ii) exhaustive traverse of its
execution tree. With the help of the extended macrdsyapacrostep concept
both of hese issues can be solved and implemented in a very similar way as they
have been implemented in DIWIDOE9]. Some minor changes are required by the
wildcard send operations as well as the event tracing and replaying.

4.2.5 Architecture dependencies

Often a Harness pldigp does not require a particular architecture for its
execution. Despite of thishe system always has inspect whether each phig
has been implementenichitecture independentif the developewants to get an
error-pronemetacomputing application. For testing the architecture independency
of plugins or whole applicationsystematicallygenerated hogtanslation tables
are needed. It means that each architecture indepeplugin must be testedn
each signiftantly different architecture (by exhaustive traverse of the utioec
tree).
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The debugger toatan test several plugs (from the aspect of architecture
dependency) in one exhaustive traverse of an execution tree. In the bestecase
need only as muctraversing of the execution tree as the number of significantly
different architecture we have in the metacomputing environment. Our solution
contains four steps:

(1) the debugger looks for a host with a new and untested architecture for
each architecturendependent and not fully tested plingand the debugger also
registers the found host into the new hinahslation table,

(2) if step 1 was not successful by any pindafter a timeout), we allowed
the debugger to look fomnyhost for the unsuccefsdly mapped plugns

(3) if there was at least one successfully mapped-ipltgnong the not
fully tested plugins the debugger starts exhaustive traverse of execution tree, else
go to Step 1,

(4) if there is any not fully tested plig, go to Step 1

The time and resource requirements of the exhaustive testsbe
decreasedy magnitude of orders in two ways. On one hand, we can take the
advantage the large number of resources included in metacomputing environment
by starting more (hundreds or tlsands)test scenarios at the same time. On the
other hand, we can try to reduce the comipyésize of metacomputing application
as much as possible without losing the relevant parts of the application.

4.2.6 Architecture of macrostep-based HARNESS debugger

Thefirst version ofproposed architectufeigure38 required sme changes
Obviously, at least one message box ptugs needed in the distributed virtual
machine (sed-igure 41). The HMPI (Haness Monitor Plugn) got controlling
facilities | oc atindygringptheemmacrostépasedieseeution.dt pl u g
has been renamed to HMCPI (Harness Monitor & Controller-Plygwhich is
able to

0) place the system breakpoints in the Harness kennetder to
detect the reconfiguration of DVM,

(i) monitor the accesses to the message boxes,

(iii) control the execution of plums.

The local HMCPIs are supervised by HSDT (Harness Systematic Debugger
Tool), which was inherited from the class of HDT (HarnBsbugger Tool). The
new HSDT is responsible for the macrosbgsed related functions and
management of hostanslation tables.
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Figure 417 Fundamental architecture of macrostepbaseddebugger in HARNESS

4.2.7 Conclusion and related work

As we studied the related work (such as Deja@6], DJVM [37],
DIWIDE [52] integrated in FGRADE [50], Macrostepby-macrostep concep48],
TotalView [38], P2D2[39]) we realized that there is a lack of an integrated
graphcal systematic debugger for metacomputing applications equipped by
visualization tediniques. Even the most relevant grid/metacomputing projects such
as Globud45], Condor[53] and Legion[47] do not give efficient solution to the
emerging debuggmissues. That was the main reason for the further development
of the macrostep debugging methodology, and | presented ttigaimacrostep
based debugging methodology can be generalised towards HARNESS
metacomputing applicationghe current prototype isaptly implemented under
the Harness Framework as an extensioHARNESS metadebugger

| also plan to investigate the efficiency issues of the described methodology
as well as the feasible optimisation technigi{seg Sectiol) that could be applied
in order to reduce the complexity of testing.

111



5 Summary

The presented debugging framework provides facilities for

|  Observation and control mechanismsagrostep based execut)don allow the
user to observeasily the computatiorstates corresponding to the detected
erroneous situations in paralld?-GRADE and metacomputingHARNESY
environments

| Methods to evaluate the correctness predicates automatiPAUYIDE with
Temporal Logic Checkgr

| Steering and optimisation mechanistngeduce both the user interactions and
the time of the debugging perio@RN simulation, partitioning algorithm, ejc.

The first aim of my work was to prove the correctness of the macrbatsul
execution of GRAPNEL programs in PFGRADE environmentduring the
debugging phasapplying formal methodsom theareaof model verification.

In the first thesis, the formalism of coloured Reeis (CPN) was chosen
for modelling GRAPNEE programs from debugging aspects. The transformation
to CPN is based oine¢ class representation of GRAPNHbtrograms following its
hierarchical design concept. The generated CPN model is specified by the XML
description of a widespread CPN simulattoal.

The formal description of the macrosteased execution relies on thate
space (Occurrence graph) of the introduced fetrimodel. Then, the correctness
of macrostep concept has been proven formally by the help of partial ordering
Kripke-structures, which are derived from the stspace of the CPN model in
case of uncamolled running as well as macrostbpsed execution.

As the second goal, the macrostegsed debugging methodology was
improved, where further model checking techniques have been utilized anethe
of parallel debugging. The introduced support for-tinme evaluation of temporal
logic specifications has been defined by state machine description. Thad®etri
simulation tool can steer and optimise the traversal of-sgatee during the
macrostegbased execution, a static analyser (a partitioning dlhgoyi classifies
the processes into subclasses, #melRayleigh errormodel is applied for the
estimation of fault density in GRAPNElapplications.

Finally, the macrostepased execution was generalised towards
metacomputing applications. The describegrapch followed the novel design
methods of the HARNESS metacomputing framework, and an adaptive and open
architecture has been introduced for debugging of metacomputing applications.
After the investigation of the available debugging tools and the regeme
analysis for debugging of metacomputing applications, new debugging
mechanisms have been developed for the unification of local and remote method
calls, for transferring the consistent global states of individual processes between
arbitrary debugging tools, and for the macrostdyased execution of
metacomputing applications.
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The results described in the theses are published in conference proceedings,
journals, and demonstrated at several scientific forums and exhibitions.

On the other hand,-BRADE development environment is gaining more
and more attention from universities and IT companies from the EU and RISA.
GRADE hasbeen installed in several educational and research institutes for using
it in European and in bilateral R&D projects, e.g

University of Vienna New University of Lisbon

Technical University of Munich Kyushu University, Fukuoka

University of Athens Technical University of Gdansk

Univ. of Westminster, London Polish-Japanese Institute of Information Technology, Warsaw
University of Miskolc Institute of Informatics, Slovakian Academy of Sciences
Autonoma Univ. of Barcelona Institute of Computer Science, Polish Academy of Sciences

P-GRADE is also used for education in the parallel programming curricula,
e.g. at the University of Mkolc, University of Westminster (London), University
of Vienna and in the Polishapanese Institute of Information Technology
(Warsaw).

The most important application oF®RADE is the parallel version of a
software package for ultshort range weathergdictioncreated by the Hungarian
Meteorological Service. MEANDER (Mesoscale Analysis Nowcasting and
DEcision Routines) can forecast extreme weather conditions using measurement
data and time consuming complex simulations, thus, enabling weather alarm in
time (at Lake Balaton, or for aviation service e.g.). Therectnesf the core
controlmechanisnof the package had been ana&gavith the macrostep debugger
and the Petrnet simulatof20].

P-GRADE has been also appliedcsassfully in engineering for simulation
of urban traffic (University of Westminster), and in chemistry for modelling of
reactiondiffusion systems (E6tvos Lorand University of Budapp&)[71].

Most of the presented scientific results have been already implemented in
P-GRADE environment, and the software developers are able to take the
advantages of these new debugging methods in order to increase the reliability of
their software products. Ratty, P-GRADE has been further developed to support
the seamless migration from traditional parallel and distributed platforms towards
grid environmentd72] and workflowbased complex applicatiori$3][74][75].
Therefore the designed and debugged application can be deployed on these new
platforms as well providing even more new opportunities for theuseds. The
results, related to metacpuoiing applications, can be applied in other
metacomputing or grid computing frameworks, which are finding acceptance as
standard platforms for high performance and data intensive applications.

The presented work is strongltied to two software developmén
frameworks; PGRADE parallel programming environment (developed by MTA
SZTAKI), and HARNESS metacomputing system (developed by Emory
University, Oak Ridge National Laboratory, and University of TenneSgd®.
future worksare describedt the end of eackection butas the most important
one | would like to generalise my achievemenésg. using UML and other
widespread modellingnethods The partly elaboratedools presented in Sections
3.2.2.23.2.2.4 3.2.3and4.2.4must be als@ompleted andthis will address new
issuedo be solved
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8 Appendix

8.1 Case study: Producer-buffer problem and its CPN
model
Take a PGRADE parallel program, thBuffer application (seEigure42),

which casists of three processes, namdlyoducer Consumer and Buffer
processegseeFigure4?2).

Producer Buffer Congumet

[ (2]

Figure 4271 Application level of Buffer program

1 The Producerprocess(seeFigure 43) generates a finite number of items,
and sends them to the Buffer process itsnritem.

1 The Consumerprocess(seeFigure 43) sends requests periodically to the
Buffer process for consumable items, and gets thembteitem.

1 TheBufferprocesqseeFigure43) can receive items from the Producer and
also eventually forwards them to the Consumer process (when it is ready to
receive a new &m). Thus, the Buffer must store temporally the produced
but not consumed elements.

The Buffer process has a finite capacity, since its rounded buffer may have
three distnguished states: full, empty, not full and not empty. Three different
execution pdts can be filowed in the Buffer process depending on the state of its
rounded buffer: If it is emptyobviously- no requests for items can be served, only
the new incoming items should be stored (only the communication port connected
to the Producer is wehed, the Consumer must wait). Oppositely, if the buffer is
full no more items can be stored, and the requests for storing new elements should
be hanged until the consumer takes an item from the store (only the input port
connected to the Consumer is weadd). If the buffer is neither empty nor full it can
serve both kinds of request (see the alternative input communication action,
|l abell ed ‘1 1° in Buffer process). I n gen
nondeterministic, due to the alternatigemmunication operations

The Figure43 shows the structure of the Buffer processhe middle The
left branch of the topmost condition contains the code for the general status of the
buffer when it can either receive or store items. The right branch of the condition
contains the second conditional branch: left for the empty buffer, right fdulthe
one.
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Producer Consumer

Buffer

Figure 431 Process level of Buffer program

The generated CPN model based on the transformation rules (see Section
2.1) can be found in the following three figures (d&gure 44, Figure 45, and

Figure46).
X4 cpnd 0 <5> [=][x]
[l o [Floduerpols] oo
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Figure 447 CPN model of Buffer program: application level
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Figure 457 CPN model of Consumer process
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Figure 4617 CPN model of Buffer process
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